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INTRODUCTION

Thank you for choosing this lcom product. The RS-AP3 AcCESSs POINT MANAGEMENT TooL is designed and built with
Icom’s IP network technology. We hope you agree with lcom’s philosophy of “technology first” Many hours of
research and development went into the design of your RS-AP3.

NOTE:

To start the wireless access point management, you must “Enable” the “Access Point Management Tools.”
(w=p.1-4)

Set the static IP address to your PC.

If you use the RS-APS for the first time, read through operation instructions written in the chapter 1.

A

System requirements

¢ PC

CPU Clock speed: Dual Core 2 GHz or more (32 bit (x86) or 64 bit (x64) processor)
System memory: 2 GB or more

Hard disk: At least 2 GB of free space.

< Operating system

Windows Server 2019

Windows Server 2016

Windows Server 2012 R2

Windows Server 2012

Windows 11

Windows 10

Windows 8.1

* The RS-AP3 cannot be used with Windows RT 8.1.

* The RS-APS3 can be used with both 32 and 64 bit versions of the operating systems listed above.

* GUI environment only.

* These Instructions are based on using Windows 10.

* We recommend that you use a Solid State Drive (SSD) rather than a Hard Disk Drive (HDD) for saving the logs.
* These screen captures in the instructions may slightly differ, depending on the operating system used.

Icom, Icom Inc. and the Icom logo are registered trademarks of lcom Incorporated (Japan) in Japan, the United States, the
United Kingdom, Germany, France, Spain, Russia, Australia, New Zealand, and/or other countries.

Microsoft, Windows and Windows Server are trademarks of the Microsoft group of companies.

All other products or brands are registered trademarks or trademarks of their respective holders.
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Product information

¢ Wireless access points of the same model can be managed by one group.
A total of 64 groups can be programmed.

The license of the RS-AP3 is as follows.
Number of access points managed
= 3000 access points (maximum)/64 groups (total)

= 128 access points (maximum)/1 group

Number of groups
= 64 groups (total)

» Start the RS-AP3 to manage the access points in the groups.
Until the management is completed, changes cannot be made on an access point’s setting screen.

* Multiple access points can be managed individually or collectively.

* From the access points scanning results, power level and channels according to the system environment can
automatically be set to the access points.

* Load balance can be managed based on information received periodically from the access points, according
to the wireless LAN devices.

¢ Radio wave environment status can be displayed on a graph according into the data received from the access
points.

* Management is automatically enabled when an access point to be managed is detected.

* The Site Survey function and MAC Authentication (RADIUS) server are inside the RS-AP3.

¢ The SSID or encryption settings for access points programmed to all groups can be displayed on a list.

» |f an access point with a previous firmware version is detected, it can automatically be updated.

* Access point information can periodically be sent, or messages can be sent when an unauthorized access or
a notification fault is detected.
= You can set it not to send messages when none of an unauthorized access or a notification fault is detected.

* Synchronizing the setting data with another PC with the RS-AP3 installed can avoid unmanageability caused
by communication fault.
= \When using the mirroring function, 2 different RS-AP3 (USB flash drives) on the same license are necessary.

* The RS-AP3 consists of the Windows service (shown below) that resides for managing the operating screen
and wireless access points.

Operating screen Service
For editing settings and As the Operating screen and Windows service Managing wireless access
displaying logs. are different programs, information is exchanged points, according to the
by using setting files. setting file contents.
* After editing the setting contents on the * Operation starts when
Operating screen, the setting file needs to be Windows starts
saved and applied to the Windows service
side.
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Installation note

When the RS-AP3 USB flash drive is inserted into the USB port, “REMOVABLE drive” and “Setup.exe” ap-
pear.

The flash drive must be inserted into the PC when saving the setting files or synchronizing with the mirroring
function.

The RS-AP3 resides as a Windows service. Therefore, you can manage the access points, using saved set-
ting files.

After setting the access points to manage on the operation screen, remove the flash drive.

= Modifications are applied to the service when the contents modified with the software are overwritten.

= |f you load a setting file that is saved in advance, save it again with the RS-AP3.

To synchronize the setting data between the RS-AP3 and an access point, overwrite the settings entered on
the operation screen, and then send them to the access point.

When the access point management is completed (x==p.1-21), “Access Point Management Tools” automati-
cally return to “Disable.”

To manage the access point again, you must “Enable” the “Access Point Management Tools.”

(=p.1-4)

When using the Wireless Bridging communication function, you must activate the function in order for the ac-
cess points to communicate, before enabling the “Access Point Management Tools.”

As of April 2022, the only wireless access point that can be used with the RS-AP3 is Icom’s AP-90M and
AP-95M.

When managing a wireless access point with a router function:
* The WAN router settings of the wireless access point cannot be changed.

When managing a wireless access point with a router function from the WAN side:

» Set the connection type to “Static IP” and enter a static IP address for the WAN side IP address, before
starting the system management.

= \When setting the connection type to “DHCP client,” set the Static DHCP server function on the DHCP server side
so that the same IP address is always given.

= \When setting the connection type to “PPPoE,” you cannot manage the system from the WAN side of a wireless
access point.

* When accessing the WAN side of the wireless access point using the RS-AP3, set the [Open management
ports of RS-AP3] item to “Enable,” or set an appropriate IP filter so that the RS-AP3 can access from the
WAN side.

= \When you set the [Open management ports of RS-AP3] item to “Enable,” an IP filter is automatically set so that the
RS-AP3 can access the system from the WAN side.

Access Point Management Tools

RS-AP3 : () Disable @ Enable
Open management ports of RS-AP3 - ® Disable (O Enable
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1. Before using the RS-AP3

Before using the RS-AP3 for the first time, follow these instructions.

1. 1. Setting the wireless access point IP address (=p.1-3)
SETTING THE WIRELESS Set the IP address and network settings on the “IP Address” screen to
ACCESS POINT manage with the RS-AP3.

2. Setting the wireless access point to RS-AP3 mode (==p.1-4)
Before using the RS-AP3, you must “Enable” the “Access Point Man-
agement Tools” on the setting screen.

2. 1. Starting the RS-AP3 (=p.1-5)
STARTING THE RS-AP3 2. Adding groups (5p.1-7)
3. Adding wireless access points (==p.1-8)

4. Setting wireless access point IP address (r=p.1-10)

Set the IP address set for the access point.

5. Saving the setting data (r=p.1-11)
Save the access point setting data as a setting file (extension: rsap3)
on the PC.

* After editing the contents, you must save the setting file and apply it
to the Windows service.

6. Starting the management (=p.1-13)

7. Importing wireless access point settings (r=p.1-14)
To reuse the contents set to the access points, load the setting data
from access point.

8. Changing the wireless access point settings (=p.1-16)
If needed, click [Individual Configurations] and [Common Configura-
tion] to change the access point setting contents.

9. Overwriting the setting data (r=p.1-18)
* After editing the contents, you must save the setting file and apply it
to the Windows service.

10. Sending the modified settings (r==p.1-19)
11. Ending the management (=p.1-21)
To continue the management on the Windows service, skip to the steps
on page 1-23.

12. Closing the RS-AP3 (=p.1-23)
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2. Setting the wireless access point

1. Setting the wireless access point IP address

Set the IP address and network settings for the access point on the “IP Address” screen.

* Make sure the IP address is not the same as the other network’s address.
* Refer to the access point’s instruction manual for details on accessing the setting screen.
* The instruction manual is described based on the AP-90M.

1  Edit the [IP Address] settings on the “IP Address” screen, and then click [Apply].
* If you want to change the IP address’s “network part (Example: 192.168.0),” also change the IP address on

the PC.

VLAN

Management VLAN ID: P ]

IP Address
IP Address: 192.168.0.1
Subnet Mask: 2552552550

Default Gateway:
Primary DNS Server:
Secondary DNS Server:

| Apply

) Click [Reboot].
* Follow the instructions to restart the AP-90M.

Reboot L reboot is recmired to aonly all the new settinos

IP Address

Host Name

3  After restarting, click [Back].

The “Login to AP-90M” window is displayed to enter the user ID and password.
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2. Setting the wireless access point (Continued)

2. Setting the wireless access point to the RS-AP3 mode

Before using the RS-AP3, you must set the “Access Point Management Tools” to “Enable.”

1 Click “Management” and then “Management Tools.”
The “Management Tools” screen is displayed.

2 “Enable” the [Access Point Management Tools].

Access Point Management Tools

RS-AP3: @] Diaamel-iii- Enable = Select

USB

3  Click [Apply].

Telnet Port: 23
SSH ® Disable O Enable
858H Version: @l
$8H Authentication Method: |Automatic v
3SH Port: 22
o [P

When managing a wireless access point with a router function:
* The WAN router settings of the wireless access point cannot be changed.

When managing a wireless access point with a router function from the WAN side:

» Set the connection type to “Static IP” and enter a static IP address for the WAN side IP address, before
starting the system management.

= \When setting the connection type to “DHCP client,” set the Static DHCP server function on the DHCP server side
so that the same IP address is always given.

= \When setting the connection type to “PPPoE,” you cannot manage the system from the WAN side of a wireless
access point.

* When accessing the WAN side of the wireless access point using the RS-AP3, set the [Open management
ports of RS-AP3] item to “Enable,” or set an appropriate IP filter so that the RS-AP3 can access from the
WAN side.

= \When you set the [Open management ports of RS-AP3] item to “Enable,” an IP filter is automatically set so that the
RS-AP3 can access the system from the WAN side.

Access Point Management Tools

RS-AP3: () Disable @ Enable
Open management ports of RS-AP3 - @ Disable () Enable
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3. Starting the RS-AP3

NOTE:

* After the installation has completed, the RS-AP3 USB flash drive must also be inserted into the PC
when you first run the RS-AP3 software.

* After running the software for the first time, the flash drive does not have to be inserted.
When a USB flash drive needs to be inserted, such as in the following operation, insert the same flash
drive that you used when you first ran the software.
= Saving or opening a setting file.
w Synchronizing using the mirroring function. (=p.6-10)

1. Starting the RS-AP3

1  Click the RS-AP3 icon in the Start menu.

You can also start the software by simply double-clicking the RS-AP3 icon on your desktop.
* These Instructions are based on using Microsoft Windows 10.

L Type here to search I
O Click ¢

2  If the “User Account Control” window appears, click [Yes] to continue.

1-5
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3. Starting the RS-AP3 (Continued)

1. Starting the RS-AP3 (Continued)

3  Select the country code from the drop-down list.

RS-AP3 e
Select the country code.
US : UNITED STATES ~ :

@ Click

oo

Enter a desired User ID, Password and Password (Confirm) of up to 31 characters and symbols, and then

click [OK].

* Use numbers, characters and letters (both lower and upper case).

B3 Login to RS-AP3

Login settings for RS-AP3.
Enter User ID, Password and Password (Confirm).

User ID
Password

Password (Confirm)

@ Click

NOTE:

Coci

The next time you start the RS-AP3, you will need to enter the User ID and the password that you en-

tered.

* Without the User ID and Password, you cannot start the RS-AP3.

H Login to RS-AP3

Enter the User ID and Password for RS-AP3.

User ID |

Password |

Reset Password

Cancel

If you click [Reset Password], the User ID and Password are cleared, and will have to be reentered.
* To open the setting file saved with a different User ID or Password (==p.1-11), the User ID and Password entry

window appears. (=p.2-3, p.3-2)
To open the setting files saved with a different User ID and Password, enter the ones that you entered when you

saved them.
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3. Starting the RS-AP3 (Continued)

2. Adding wireless access point groups

1

Select the access point device to assign to the new group to, and then click [OK].

B8 Add a group. X

Select the model for the new group.

| AP-20M ~| © Click

oo

Select the assigned group.

Enter a “Title” (up to 32 characters), "Background Bitmap,” for example.

¢ Only the same access points can be managed in a group.

* To set the common configurations to a different access point, you need to separate into different groups to
manage.

@

B R5-AP3 - Defaul — m] ®
Eile Group Accel Point Option  View Help
00
¥ | /New Group 01 . |57SL0G
=l Group
Mode| AP-30M
Title Mew Group 01

Backeround ..
Zoom indout . 100
El Access Pomnt
Dizplay Mame

IP Address

Bitmap
Heoordinate 0

Y coordingte 0

When setting the Background Bitmap
First, save the picture file (24 bitmap format) in
the RS-AP3 installated folder. (lcom > RS-AP3 >
BG) (==p.6-14)

<
||< 4 » W “Map /4 Individual Configurations £ Common Configuration

Ready Save

1-7
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3. Starting the RS-AP3 (Continued)

3. Adding wireless access points

Click “Access Point,” then “Add” to add an access point to a group.
*You can also add an access point from the menu that is displayed by right-clicking on the map screen.

B Rs-AP3 - Defaull*
File Group]| Access Point |Opticn  View Help
] Add .
SR I ——— @ Click

Manage

RS-AP3
ACCESS POINT MANAGEMENT TOOL

Settings
REEA" | Firmware

Site Survey

S

“ = Group

Made| AP-20M
Title Mew Group 01
Backeround ..

Zoom infout .. 100
Access Point
Dizplay Mame

IF Address

Bitmap
Hooordinate 0
¥ coordinate 0

Lock lcons

Locking the wireless access point icons
To lock the access point icons, select the access point on the map screen and click “Access point,” and
then click “Lock Icons.”

ook

E|rs- AP3 Default” - m] x

File GI’DL) Access Paoint

ption View Help

RS—-AP3
ACCESS POINT MANAGEMENT TOOL

Manage
Settings

Firmware

D

Site Survey

~ o Group
Madel AP-90M
Title Mew Group 01

Backeround ..

Zoom infout . 100
Access Point

Dizplay Mame Mew AP 01
1P Address

Bitmap AP-90Mbmp
Hooordingte 0

W coordingte 0

Lock Icons

Restart (All)...

* Even while it is locked, the coordination (positioning) can be changed in Property on the map screen. (s=p.1-10)

1-8



1 USING THE RS-AP3

3. Starting the RS-AP3 (Continued)

3. Adding wireless access points (Continued)

Deleting a wireless access point
To delete an access point, select the access point on the map screen and click “Access point,” and then
click Lock icons.

B# |is-AP3 - Default

Add
Delete...

Manage
Settings

Firmware

Site Survey

* The icon can also be deleted from the menu that is displayed by right-clicking on the map screen.
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3. Starting the RS-AP3 (Continued)

4. Setting wireless access point IP address

1 Select the added access point, and then enter the IP address.
Enter the “Display Name” (of up to 32 characters) and select the icon from the “Bitmap” list.
* To manage the access points with the RS-AP3, you need to enter an IP address.
* Selecting an access point icon on the map screen will display the access point’s name and information in the
“Property” display.

Loce e

B3 |s-4Pz - Default* — O X

File | Group Access Point Option View Help

oM

ACCESS PQ|NT MANAGEMENT TOOL

Title
Backeround

Zoom infout . 100

-] Access Point

Dizplay Mame  MNew AP 01

AP-00M
Mew Group 01

If necessary, enter
“Display Name,” “Bitmap,”
and “X/Y Coordinate.”

Bitmap AP-90Mbmp
Fooordinate 0
W coordinate 0

Repeat “Adding wireless access points” (=p.1-8) and the above settings to add access points to
the group.

Importing/Exporting access point information

. o L. . B Rs-AP3 - Default®
The registered access point’s information* can be exported in the _ . . .
. . . File Group AccessPoint Option i

CSV format, or the exported file can be imported into the RS-AP3. New
* If the access point’s IP address is the same as other group’s IP ad- Open...

dress, the information cannot be imported or exported. Save
¢ If the information is the same as the registered access point, the infor- Save As...

mation is overwritten. —
* An exported file can be edited with a text editor. f_ S B
* Importing other files than the exported files is not guaranteed. e
* Access point information includes group and model title, IP address, Exit [ ]

display name and coordinates (positioning) on the map screen.
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3. Starting the RS-AP3 (Continued)

5. Saving the access point setting data

Save the access point setting data as a setting file (extension: rsap3) on the PC.
* The last saved setting file automatically loads the next time you start the software.
We recommend that you do not move the setting file from where you saved it.

1 Click “File” and then “Save As..”
Clicking = or double-clicking NSl on the status bar, will also save the setting data.

B+

5-AP3 - Default™

| e

Group  Access Point  Optiln  View Help

New

Open...

Save

Save As... I

Import the Access Point...

RS-AP3

ACCESS POINT MANAGEMENT TOOL

Export the Access Point...

Exit

-

Group

Model

Title
Background ..
Zoom infout ..
Access Point
Dizplay Mame
IP Address
Eitmap

# coordinate
.

AP-90M
Mew Group 01

100

0

0

2  When the “Save As..” window is displayed, set the desired file name, and then click [Save].
* The setting file (extension: rsap3) is saved in the selected location.

Bl save As
« v 'rll > ThisPC > Desktop »
Organize v New folder

~
# Quick access

Name

@ OneDrive - Persor

[ This PC
3D Objects
I Desktop
| Documents
J Downloads
D Music
| Pictures
[E videos

% Local Disk ()
v

If necessary, change the
location.

sktop

=] m e
h

Date modified Type

x

P

File nam| | Defautt rsap3

Saveas type: | RS-AP3 Files (*.rsap3)

~ Hide Folders
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3. Starting the RS-AP3 (Continued)

5. Saving the access point setting data (Continued)

R5-AP3

S

NOTE

When saving a setting file, you must insert the
USB flash drive that was used when the RS-
AP3 started.

If the dialog to the right is displayed, insert the
flash drive, and then click [Retry].

Insert the USE key into a USE port on your computer,
After Windows finds the USE key, click the Retry button.
[This may take some time.}

Cancel

Modifying the settings

title.

If the setting data is modified after the file has been saved, “*” appears on the title bar and the group

B rs-AP3 | Defaultrsapa

Eile Group Access Point Option  View Help

RS—-AP3
ACCESS POINT MANAGEMENT TOOL

1 H @
1w+ » n|/NewGroup 01" (3|7SLOG

E IP Address

Display Name IP Address Bitmap X Coo... ¥ Coo..
Host Mame
192.168.0.1 AP-50M.bmp 0 0 Management VLAN ID

DHGP Server
Packet Filter
E Wireless Settings

[T

A [ Group
Default Walue Model AP-50M
Usze Gommaon Configuration Title New Group 01
Backeround ..
Zoom infout .. 100

= Access Point

Wireless Unit
Frequency Band
Bandwidth
Channel

The settings modified in
the individual or common
configurations are dis-
played in bold letters.

Power Level
DTIM Interval
Protection

=

Interface wds0
Interface wds1
Interface wds2
Interface wds3
Interface wds4
Interface wdsh
Interface wdsb
Interface wds?

Display Mame  Mew AP 01
Enable IP Address 192.168.0.1
24 GHz Bitmap AP-530Mbmp
20 MHz Heoordinate 0
001 GH (2412 MHz) ¥ coordinate 1]
High
1
Enable he

|- Wireless Brideing Uwlia)
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3. Starting the RS-AP3 (Continued)

6. Starting the management

When the management is started, the access point’s setting data can be imported (=p.1-14) or exported

(=p.1-19) from the RS-AP3.
* The settings on the access point setting screen cannot be modified until the management is finished.
* Refer to page 2-7 for the access point status display (color) details.

NOTE

To start the management, you must “Enable” the “Access Point Management Tools.”
When you finish the access point management (=p.1-21), the management tool settings on the access
point automatically returns to “Disable.”

1 Click “Access Point” > “Manage” > “Start (All)...”
*You can select it from the menu that displays by right-clicking on the map screen.
* To start managing the access points one by one, select the access point on the map screen, and then click

[Start].
O Click @ Click

B Rs-AP3 - Defaultrsaps - m] *

File Groupl Access Point '0ption View Help

Manage > | Start.
O 00
et ’ el l_l:m
Firmware » = l
End...
Site Survey 3 End (All...
A B Group
Madel AP-40M
Title Mew Group 01
Backeround .
Zoom infout .. 100
= fAccess Point
Dizplay Name
IP Address
Lock lcons Bitmap
Restart H coordinate 0
T Y coordinate 1)
Restart (All)...
2 Click [Yes].
R5-AP3

Are you sure you want to start the management of all access

points in the group?
| — | H
Yes r—— Click

3  When you start the access point management, “Succeeded in the management start command” is

displayed.
* If “Failed in the management start command” is displayed, check the access point connection of the IP ad-
dress.
|\< 4 » M “Map A Individual Configurations £ Common Configuration
- Started the firmmare server -~
- Started the MAG Authentication server
- Started the Bosmine Cocbine ooy
- 192,168 U.WISuccssdsd in the management start command. : Check .
Ready Save
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3. Starting the RS-AP3 (Continued)

7. Importing wireless access point settings

To use the contents set to the access points, import the configuration data from the access points.
* To set the “Common Configuration” contents (==p.5-1) as the access point setting, select the access point on the map
screen, and then load the setting data. (=p.1-15)

1 Click “Access Point” > “Settings” > “Import to Individual Configurations (All)...”
*You can select it from the menu that is displayed by right-clicking on the map screen.

RS-AP3 - Default]sap3

Add
Dele
RS-AP3
Manaoe >
- ACCESS POINT MANAGEMENT TOOL
Settings > Send...
BT > Send (All)...
Site Survey > S ividual Confiaurations
mport to Individual Configurations...
| Import to Individual Configurations (All)... j—m
mport to Common Configuration... = Group
Model AP-90M
Title Mew Group 01
Backeround ...

Zoom infout .. 100
=] Access Point

Display Mame

1P Address

Bitmap

Heoordinate 01

Lock lcons

Restart (All}...

2 Click [Yes].

RS-AP3

o Are you sure you want to import Individual Configurations from

all access points in the group?
es | = C“Ck

3  When the setting data is imported, “Succeeded in importing settings to Individual Configurations”
displays.
e If “Cannot import to Individual Configurations” is displayed, check the access point connection of the IP ad-
dress.

(4 4 » » ‘Map 4 Individual Configurations { Common Configuration

— MAC Authentication server started.

A
— Roaming Gaching server started
— 192.168.0.1 L ins Do iaestion
- 192.168.01 ISucceeded in importing settings to Individual Configurations: l—m
v

Ready Save




1 USING THE RS-AP3

3. Starting the RS-AP3 (Continued)

7. Importing wireless access point settings (Continued)

Importing setting data individually from wireless access points
Select the access point on the map screen, and then click “Access Point” > “Settings” > “Import to Indi-
vidual Configurations...” or “Import to Common Configuration...”

oo B oo Jloseec

B |is-2p3 - Defaultrsa)

Send...

Send (All)...

[

File Groupl Access Point IOptiDn View Help
Add
Delete...

Manane
- I Izifgs

Firmware

ACCESS POINT MANAGEMENT TOOL

vvvlv

T =) Import to Individual Configurations...

lllegal Access Detection Log... Import to Individual Configurations (All)...

Import to Common Configuration... ~ [ Group
Stations. —_— Model AP-30M
T Title Mew Group 01
Traffic Statistics... Backeround ..

Zoom infout . 100
= Access Point

Wireless Analyzer...

*You can select it from the menu that is displayed by right-clicking on the map screen.




1 USING THE RS-AP3

3. Starting the RS-AP3 (Continued)

8. Changing the wireless access point settings

If necessary, click [Individual Configurations] or [Common Configuration] to change the access point setting

contents.
Individual Configurations: Individually sets access points
Common Configuration: Sets all access points in the group

* The Individual Configuration contents take prior over the Common Configuration contents.

* To set the common configurations to a different product, you need to separate into different groups to manage.
* Only the same products can be managed in a group.

* Refer to the access point’s instruction manual or the setting screen online help.

Setting on the Individual Configurations screen
Select the setting access point from the access point list in the selected group, and then click the setting

item.

Q= H @

H 4 ¥ Mew Group 01 % SYSLOG

D i P . v~ v~ (@ [IP Address Al 5 Group
= DHGP Server Model AP-90M
Neweeor . el AP-20M.bmp 0 o I Packet Filter Title New Group 01
[ Wireless Settines Backeround Bitmap
= Wireless 1 Zoom infout (%) oo

Wireless Unit Enable = #Access Point
Frequency Band 24 GHz Display Name Mew AP 01
Bandwidth 20 MHz P Address 19216801
Channel 001 GH (2412 MHz) Bitmap AP-90Mbmp
Power Level High X coordinate o
DTIM Interval 1 f coordinate 0
Protection Enable

El Wireless Brideine (WDS)
Interface wds0
Interface wds1
Interface wds2
Interface wds3
Interface wds#
Interface wds§

H 4 r ¥ Mapl\ ividual Cof 'ons\l\cummon Configuration




1 USING THE RS-AP3

3. Starting the RS-AP3 (Continued)

8. Changing the wireless access point settings (Continued)

Setting on the Common Configuration screen
Among the access points set to the selected group, click the items to set in the group.

BEE |
4 4 » M New Group 01/ SYSLOG
= Model * = Group
Mode! AP-00M Madel AP-90M
Metwork Settings Title New Group 01
Wireless Settings Backeround Bitmap
= Zoom indout () 100
= Administrator = Access Point
Paszward HAAH Display Mame
=] Management Tools IF' Address
El HTTP/HTTPS Bitmap
HTTP Enable # coordinate 0
HTTP Fart 80 ¥ coordinate 0
HTTFS Disable
HTTPS Port 3
El Telnet/SSH
Telnet Enahle
Telnet Part 23
B5H Disable
= NTP
NTFP Disable ©
W 4 » w Map 4 Individual Configuratior|; » Common Configuration /|




1 USING THE RS-AP3

3. Starting the RS-AP3 (Continued)

9. Overwriting the setting data

To apply the modified access point setting contents to the Windows service, click “File” and then “Save” to
overwrite the setting file. (extension: rsap3)

* Clicking =l or double-clicking | NSl will also save the file.
* To manage the access points using the saved setting files, save the changes constantly to apply it to the service.

oo J oo

| Rs-aP - Default.rsapa - m] X
Eile |Group AccessPoint Opfion VMiew Help

New

Open...

[ s J

Save As...

RS-AP3
ACCESS POINT MANAGEMENT TOOL

Import the Access Point..,
Export the Access Point...
Exit ~ & Group
Model AP-10M
Title Mew Group 01
Backeround Bitmap
Zoom infout (X) 10
= Access Point
Dizplay Mame
TP Address
Bitmap
# coordinate 1]
' coordinate o
RS-AP3 ®

NOTE
When saving a setting file, you must insert

the USB flash drive that was used when the

Insert the USE key into a USE port on your computer,
After Windows finds the USE key, click the Retry button.

RS-APS started. [This may take some time.)
If the dialog to the right is displayed, insert the
flash drive, and then click [Retry]. Cancel




1 USING THE RS-AP3

3. Starting the RS-AP3 (Continued)

10.Sending the modified settings

To apply the setting contents modified with the RS-AP3, send the setting data to the managing access
points.

1 Click “Access Point” > “Settings” > “Send (All)...”
*You can select it from the menu that appears by right-clicking on the map screen.
* To individually send a setting data by each access point, select the access point on “Individual Configurations’
or on the map screen, and then click “Send..”

B3 Rs-AP3 - Default]sapa

”

File Group] AccessPoint |Option View Help
Add
Delete...

RS—-AP3
ACCESS POINT MANAGEMENT TOOL

IManaae >

o

Send

NEH AT > | Send (All...
L METRE] ’ Import to Individual Configurations... -
Display Name jjeqal Access Detection Log.. Import to Individual Configurations (All)... g Group
Mew AP 01 . X Madel AP-90M
Status. Import to Common Configuration... Title New Group 01
nnected Stations... 2 g':";: R Backeround Bitmap
- Foom infout (8 100
Traifflc Statistics... Command 5 Access Point
Wireless Analyzer... Display Mame Mew AP 01
IF Address 18216801
rexlzams Bitmap HP-00Mbmp
Restart ¥ coordinate 0
estart... "
W coordinate 0
Restart (All}...

2 Click [Yes].

RS-AP3

o Are you sure you want to send configurations to all access points

in the group?
— .
Yes — CI|Ck

3  Whenthe setting data is sent, “Sending the configuration completed” appears.
* If “Failed to send the configuration” is displayed, check the access point connection of the IP address.

W 4 » M ' Map }Individual Configurations £ Common Configuration

- Firmware server started ~
= MAC Authentication server started
— Roaming Caching server started

= 192.1680.1 : Sendine the confizuration
v
- 192.1680.1 {Sendine the canfieuration completed J CheCk
Ready Save
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3. Starting the RS-AP3 (Continued)

10.Sending the modified settings (Continued)

RS-AP3 x
NOTE _

Settings hawve been changed.
Before you send the modified settings, you need to save them @ _ _
first. Save settings and try again.
If the dialog to the right is displayed, click [OK] and then save.
(1=p.1-18)
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1 USING THE RS-AP3

To continue the management on the Windows service, skip to the steps on page 1-23

3. Starting the RS-AP3 (Continued)

11.Ending the management

To close the operating screen and continue the management on the Windows service, skip to the steps on

page 1-23.
* The settings on the access point setting screen cannot be modified until the management is finished.
* If there are multiple groups to manage, finish the management one by one.

NOTE
When you finish the access point management, the management tool settings on the access points

automatically returns to “Disable.”
To start the management, you must “Enable” the “Access Point Management Tools.” («p.1-4)

1  Click “Access Point” > “Manage” > “End (All)..”
*You can select it from the menu that displays by right-clicking on the map screen.
*To end a setting data by access point, select the access point on “Individual Configurations” or on the map

screen, and then click “End...”

B rs-AP3 - Default|san3”

File Group' Access Point Ii}ptmn View Help

Delete...
RS—-AP3

Manage Start... - o
l ACCESS POINT MANAGEMENT TOOL
settings

Firmware

Site Survey

etection Log...

AP-90M

New Group 01
1 Stations... Backeround Bitmap
T Zoom in/out (%) 100
) = Access Point
w Display Mame
IF' Address
Lock lcons Bitmap

# coordinate 0

2 Click [Yes].

RS-AP3

Are you sure you want to stop the management of all access

points in the group?
O | —— Click
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1 USING THE RS-AP3

3. Starting the RS-AP3 (Continued)

11.Ending the management (Continued)

3  When the access point management is ended, “Sending the management stop command succeed-
ed” displays.
* If “Failed in the management stop command” is displayed, check the connection for the access point of the its
IP address.

W 4 » w “Map /[ Individual Configurations / Common Configuration

- Firmware server started. ~
- MAC Authentication server started.

- Roaming Gaskisg camaer siortad
- 1921680 1I Sendine the management stoo command succeeded : CheCk :

Stop the management of all the access points in the group. Save

1-22



1 USING THE RS-AP3

3. Starting the RS-AP3 (Continued)

12.Closing the RS-AP3

Click “File,” and then “Exit” to close the RS-AP3.
¢ Clicking [X] also closes the RS-AP3.

ocio

B|! Rs-APz - Default.rsap3* - m] X

[FME Group  AccessPoint  Opfion  View Help
New

Open...

Save - RS m AR
Srafe ACCESS POINT MANAGEMENT TOOL

Import the Access Point...

Export the Access Paint... i
- H * = Group

it 0 C“Ck Madel AP-90M
Title Mew Group 01
Backeround Bitmap
Zoom infout (%) o0

= Access Point

Dizplay MName Mew AP 01
IP Address 192.168.0.1
Bitmap AP-90Mbmp
¥ coordinate 1]
¥ coordinate 1]

If the management is not ended:
While managing an access point, and the “Exit” is selected, the dialog below appears.

RS-AP3

Management of an access point is in progress. Stop the
management, or you will not be able to change settings without
RS-AP3.

Are you sure you want to exit the application?

* To continue the management, click [Yes].
= The RS-AP3 will close (Setting with other than the RS-AP3 is disabled.)
* To end the management:
1. Click [No], and then click “Access Point” > “Manage” > “End All..”
2. Click “File,” and then “Exit” to close the RS-AP3.
= |f there are multiple groups to manage, finish the management one by one.
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2  OPERATING SCREEN

1. Screen description

Refer to the pages shown after the item for each operation displayed on the operation screen.

Top menu Property screen
(v=p.3-1 to p.3-36) (=p.2-9 to 2-11)

Title bar ———{ Besws oo | SCHE:
(@p1-12) lFi\e Grouo Access Point  Option  View HeIDI

Tool bar
(@p 2_3) ACCESS POINT MAJJA 00
Group tab/ = ll Group 01/ SYSLOG \l
~ | B Group
SYSLOG tab Model AP-90M
Title New Group 01
(@p2-4) Backeround . F
Zoam infout .. 100
F Access Point
Dizplay Name
IF Address
Bitmap
Map screen icoor:\nate g
coordinate
(r=p.2-6)
Map tab/ Individual
Configurations/ o
< >
Common con- —H‘Map Individual Configurations 4 Common Configuration ]
figuration tab
(Ilg’pz-s) 15:3%27 - Firmware server started A
16:39:27 - MAG Authentication server started.
Output LOg 16:39:27 - Roaming Caching server started
screen 15:39:40 - Settingz of Mew Group 01 were chanzed. Save zettings to a file to apply them to the zervice,
(n§p2_8) [Read)f Save ]

Status bar
Displays explanations for the selected operation.



2  OPERATING SCREEN

2. Tool bar

The Tool bar is used to create, open or save a new RS-APS3 setting file.

B Rs-APz - Default” — m] X
File Group AccessPoint Option View Help

RS-AP3
ACCESS POINT MANAGEMENT TOOL

Mew Group O1

AP-80M
Mews Group 01

O New(Ctrl+N) .............. Creates a new document.

@ = Open(Ctrl+0) ............ Opens an existing document.
* To open a document (extension: rsap3) saved with a different User ID and password,
enter the ID and password you used when you saved the document, in the dialog
shown below.

H Authentication Required *

User ID/Password does not match.
This configuration was created by another User ID/Password.
Reenter the User ID/Password.

User D \ |

Password ‘ |

(3 4 Save(Ctri+S) ............ Saves the active document.
* \When saving for the first time, you need to first name the document, then save it.

@ @ About ....................... Displays the program information, version number, and the copyright.
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2  OPERATING SCREEN

3. Group tab and SYSLOG tab

The tabs are used for access point management, or to check the SYSLOG.

B Rs-AP3 - Default” - ] ®

Eile Group AccessPoint Option  View Help

RS—-AP3
ACCESS POINT MANAGEMENT TOOL

NEHd @0 @
M4 4 » M| /Mew Group 01 \{ SYSLOG

» o Group
Model AP-90M
Title Mew Group 01

Backeround .

Zoom indout .. 100
= Access Point

Dizplay Mame

IP Address

Bitmap

Wreooordingte 0

Y coordinate 0

When the [Group] tab (Example: New Group 01)
is clicked.

(4« » n IMap Individual Configurations £ Common Configuration |

@O Group tab....................... When you want to manage networks by floors, you can divide the access
points into groups.
* Only the same model of access points can be managed in a group.
* To set the common configurations for a different access point, you need to separate
into different groups to manage.
* The group title can be changed in the “Property” screen. (sp.2-9)
* The groups can be added or deleted by right-clicking the Group tab, or from the Group

menu. (¢=p.3-3)

(@ SYSLOG tab................... Displays the RS-AP3’s SYSLOG (log history.) (=p.2-12)



2  OPERATING SCREEN

4. Map tab, Individual tab and Common tab

The tabs displayed on the operation screen when [Group] (example: New Group 01) is clicked.

B Rs-AP3 - Default”

File Group AccessPoint Option View Help

RS—-AP3
ACCESS POINT MANAGEMENT TOOL

M 4 M Mew Group O1 SYELOG

» O Group

Model AP-90M
Title Mew Group 01
Backeround ..

Zoom indout .. 100
= Access Point

Dizplay Mame

IP Address

Bitmap

Wreoordingte 0

“eooordinate 0

O Maptab ...........ccoovveeeiieeeceeece, Click to display the map screen. (x=p.2-6)
It is used to add or manage access points.

@ Individual Configurations tab ............ Click to display the Individual Configurations screen. (=p.4-1)
It is used to set access points one by one.

(3 Common Configurationtab ............... Click to display the Common Configuration screen. (=p.5-1)
It is used to set access points by groups.



2  OPERATING SCREEN

5. Map screen

The screen allows you to add, delete and manage access points by selected groups.

B RS-AP3 - Default® - m] P4
File Group AccessPoint Option Miew Help

RS—-AP3
ACCESS POINT MANAGEMENT TOOL
N H @
Group tab/ IPR—— l" Group 01 l SYSLOG
A O Group
(@p-2'4) h Madel AP-90M
HEw AP N1 Title Mew Group 01
Pfsdzédlﬂame 3 ?SES?EB i Backeround .
ress . . WU B
Channsl & 001 CH {2412 Wiz), 038 CH (5180 Whz) Zoom infout .. 100
=l Access Point
Dizplay Mame
I Address
Bitmap
X X ¥coordinate 0
You can display the access point management ¥ coordinate 0

status by locating the cursor.

i — >
M4 Nl\Map I1dividua|Conﬂgurations Commaon Configuration

Access points can be added or deleted from the “Access Point” menu.

*You can also do the same from the menu displays by right-clicking on the map screen.

* To set the background, save the desired bitmap formatted (24 bit) image file in the “BG” folder that is located in the
same location where the RS-APS3 is installed. (==p.6-14)
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2  OPERATING SCREEN

5. Map screen (Continued)

Wireless access point title blinks

The access point status blinks in colors.

B RS-AP3 - Default” — ] X
Eile Group AccessPoint Option View Help

RS-AP3
ACCESS POINT MANAGEMENT TOOL

f 4 v m

New Group 01

* & Group

Made! AP-90M
Title Mew Group 01
Backeround . -
Zoom infout .. 100

= Access Point
Dizplay Mame

* Communication not yet established.
* Management not started.

Icon (example) Blinking color | Status
* No notification from the access point for more than the time set in “Fault Log
Timer” (v=p.3-34).

u; Red * Rebooting.

Mew AP 01 * Firmware updating.

—When the blinking is caused by other than [No notification from the access point for more
than the time set in “Fault Log Timer”], is when the communication is not yet established.
This status is also applied when overwriting a file or starting the RS-AP3.

* The virtual AP is suspended by the network monitoring.

Red * Wireless is paused during the assigned wireless shutdown schedule.
(Characters) |« Wireless is paused because wireless 1 and 2 frequency bands (2.4 GHz/5GHz)
are set identically.

Yellow Detected illegal access.

* Checking for radar for DFS.
* The automatic control is enabled.

Orange * Scanning channels as a wireless bridging client.
* Site surveying.
Grey Firmware update is necessary.
¢ Despite the old and new version of the access point.
Discrepancy in the settings between the RS-AP3 and the access point.
Purple * Besides settings, when the hash value is incorrect when importing the settings,
i blinks in purple.
Mewe AP 01 In this case, the setting data needs to be sent.
Blue Sending the setting data.
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2  OPERATING SCREEN

6. Output Log screen

This screen displays the information on the server or the illegal access detection log history.

When the log saving setting (=p.3-27) is enabled, the log is displayed on the operation screen and saved
in the log file.

In total of 1000 lines can be displayed, and the older lines are automaitcally deleted.

W 4 » w Map A Individual Configurations + Common Configuration

- Firmware server started ~
- MAG Authentication server started.
- Rnaming Caching server started

Ready Save

About the Log

Right-click on the “Output Log” screen, the menu as shown below.
* To deselect the selected log, click the selected line while pushing [Ctrl].

W 4 » W Map A Individual Configurations 4 Common Configuration

Firmware server started.
tication server started.

Copy Ctrl+C hing server started
Delete
Rei  Select All Ctrl+A Save

About the Output Log screen display

Right-click on the “Output Log ([E52E51),” the menu as shown below.

W 4 » W s Map 4 Individual Configurations 4 Common Configuration
@ Floating

Docking Erver started. ~
@ Tabbed Document pr sterted. ©
Ready @ Auto Hide Save
5) Hide
@D Floating..............cccoe.... Displays only the “Log Output” screen.
@ DockKing............c.ccce..... The “Log Output” screen and the operation screen are combined.

(“Docking” is set as default)

(3 Tabbed Document......... This menu is disabled at all times.
@ Auto Hide........................ Automatically hides the “Log Output” screen while not used.
G Hide......ccooeereeeee, Hides the “Log Output” screen.

* To display the “Log Output” screen, select “Log Output” in the “View” menu. (==p.3-35)



2  OPERATING SCREEN

7. Property screen

The Property screen displays the title (Group name), background, selected access point name, and IP
address, and you can set them on this screen.

B Rs-APz - Defaultrsapa® - [m| X
File Group AccessPoint Option View Help

RS-AP3
AGCESS POINT MANAGEMENT TOOL

Mew Group 01

= Group

Model AP-90M
@ Title Mew Group 01
® Backeround ..
Zoom infout .. 100
= Access Point
Dizplay Mame
(6) 1P Address
@ Bitmap

Hcoordinate 0
@ Y coordinate 0

@O Model..........ccccocuvvveennnne. Displays the selected group’s model.

@ Title.......ccooeeveeeeecee Displays the selected group’s title of up to 32 characters.
The title is also displayed on the Group tab. (sp.2-4)

(3 Background Bitmap...... A bitmap image file (24 bit color) saved in the “BG” folder can be set as the
background image. (=p.6-14)
* The “BG” folder is located in “Icom” > “RS-AP3” in the RS-AP3 installation folder.
¢ |f the image is not located in the folder, this option cannot be selected.

@ Zoomiin/out ................... Zooms in or out the background between 50~300 %.
® Display Name ................ Enter the display name of the access point selected on the map, of up to 32
characters.
* The entered name will display on the map screen and the “Individual Configuration”
screen.
® IP Address...................... Displays the IP address set to the access point selected on the map screen.
* Make sure that the correct IP address is set, otherwise the management cannot be
started.
@ Bitmap.........cccocevevenennn. Select the access point icon to display on the map screen.

The bitmap automatically changes, depending on the model settings.(x==p.1-7)



2  OPERATING SCREEN

7. Property screen (Continued)

BH Rs-AP3 - Default.rsap3® - m} s

File Group AccessPoint Option View Help

RS—-AP3
ACCESS POINT MANAGEMENT TOOL

Mew Group 01

~ | o Group

Madel AP-80M
@Title News Group 01
@ Backeround .

Zoom infout .. 100
| Access Point
@ Dizplay Mams
IP Addresz
@ Eitmap
K coordinate 0

@ Y coordinate 0

X Coordinate.................. Displays and sets the access point icon’s horizontal coordination.
Set between 0 and 2048.

@Y Coordinate.................. Displays and sets the access point icon’s vertical coordination.
Set between 0 and 2048.
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2  OPERATING SCREEN

7. Property screen (Continued)

About the Property screen display

Click on the Property screen to display the screen as shown below.

B RS-AP3 - Default.rsap3*

File Group AccessPoint Option View Help

RS—-AP3
ACCESS POINT MANAGEMENT TOOL
e H @
M 4 »r M MNew Group 01 SYSLOG
= Model = Group
ode! AP-90M

Metwork Settines 1 Eloating

:ireless Settlings Docking

[+ lanagemen

Command g @ Tabbed Document

Load Balancing @ Auto Hide

Hide
# coordinate 1]
Y coordinate 1]
@D Floating............ccocueneee. Displays only the “Property” screen.
@ Docking...........cccocueee.. The “Property” screen and the operation screen are combined.
(“Docking” is set as default)

(3 Tabbed Document......... This menu is disabled at all times.
@ Auto Hide........................ Automatically hides the “Property” screen while not used.
O] ; [1: I-J Hides the “Property” screen.

* To display the “Property” screen, select “Property” in the “View” menu. (x==p.3-35)



2  OPERATING SCREEN

8. SYSLOG screen

Click the “SYSLOG” tab to display the log information.
In total of 1000 lines can be displayed, and the older lines are automatically deleted.
* To save the log information, make sure “Option” > “Save Log” > “SYSLOG” is selected. («==p.2-15, p.3-27)

B RS-AP3 - Default.rsap? — m] x

Eile Group AccessPoint Option  View Help

RS-AP3
ACCESS POINT MANAGEMENT TOOL
Ji=Zd @
(r—
SYSLOG tab =
Date Time M Address Facility Level Infermation = Group
(sp.2-4)
p. 09:27:05 1: User 6: Inform... _r‘r‘1°;19| fAP-90M
itle
09:27:05 1: User 6: Inform...
Eackeround ..
09:27:35 1: User 6: Inform... Foom infout . 0
09:33:29 1: User 6: Inform... Bl e (Ol
Display Name
09:33:29 1: User 6: Inform... P Address
00:33:59 1: User 6: Inform... Bitmap
09:37:13 1: User 6: Inform... R coordiate 10
¥ coordinate 1]
09:37:13 1: User 6: Inform...
09:37:43 1: User 6: Inform...
09:40:17 1: User 6: Inform...
09:40:17 1: User 6: Inform...
00:40:47 1: User 6: Inform...
09:59:00 1: User 6: Inform...
09:59:00 1: User 6: Inform...
09:59:30 1: User 6: Inform...
10:12:15 1: User 6: Inform...
10:12:15 1: User 6: Inform...
< >

* SYSLOG is saved separately by date and IP address (extension: txt), and also divided by approximately 64 KB files.
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2  OPERATING SCREEN

8. SYSLOG screen (Continued)

About the Filter

Right-click on the “SYSLOG” screen to extract the desired log information from “Filter.”

Extracting by “Date and Time...”

© Right-click

M 4 » M/ MewBroup0iF YSYS |OG
Date Time Fa]lity Level Information “ B Group
09;27:05 1: |Jser 6: Inform... Mode! AP-40M
Title
09;27:05 Copy T Inform... Backeround ..
09:27:35 - Inform... Zoom infout .. 0
09:33:29 Select fll - CtleA | B Access Point
Dizplay Mame
09:33:29 Delete Inform... I A
33 5 L [SH H
08:33:59 Fiter | >| Dateand Tme.. | = © Click
09:37:13 Open... Facility 4 ¥ coordingte 0
09:37:13
Save As... Level »
B3 Date and Time x
@i Fiter
(JRange
Date and Time | | ‘ e O Select
Date and Time | | ‘ -

Extracting by “Facility”

@ Right-Click @ Click

M4 » Mew Group O1# SYSLPG
Date Time 1P Acjdress Facility Level Information “ = Group
2014-0f-14  11:01:29 1: User 6: Inform... 1EEE 802.11ac: disassociation B8-E8- Model AP-90M
= = = Title

2014-07-14  11:01 : User 6: Inform... ath0: STA b8:e8:56:ce:46:bf IEEE 8( Zoom infout .. 0

Select Il Cirl+A = Access Point
2014-07-14 11:01] . User 6: Inform... IEEE B02.1lac: asscciation complete

Delete Dizplay Name
2014-07-14  11:01 : User 6: Inform... IEEE 802.11ng: association complete IF dddress
140714 1vof| Eier | »| _ Datezhd Time... IEEE 802.11ac: disassodiation B8-ES- Bitmap
W14-07-14 1001 | Eaciiy | ¥[+] o: kemel () 12: NTP (C)
2014-07-14  11:01 Save As... | Level (v 1 User (1) 13: Audit (D)
2014-07-14 11:02%—— ——1 User 6: Inform..d| v | 2: Mail (2) 14: Alert (E)
2014-07-14  11:02:24 1: User 6: Inform..d[ | 3: System (3) 15: Clock (F)
2014-07-14  11:02:24 1: User 6: Inform..l[ . | 4: Authorization 4 16: local0 (G)
2014-07-14  11:02:24 1: User 6: Inform..{ | 5: SYSLOG (5) 17: locall (H)
2014-07-14 11:07:09 1: User 6: Inform...[" | &: printer (&) 18: local2 (1)
2014-07-14  11:07:09 1: User 6: Inform..{ ™ 7. news (7) 18: local3 (1)
2014-07-14 11:07:39 1: User 6: Inform.. 8: UUCP (8) 20: local4 (K)
2014-07-14 11:08:11 1: User 6: Inform.. o1 o: Clock (@ V] 21 locals w
2014-07-14 11:08:11 1:U 6: Inf . =

e MM 10: Private Authorization (A) v | 22: locals (M)

il ‘ | 5] 11 Fre e) "] 23: local7 ()

= Continued on the next page
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2  OPERATING SCREEN

8. SYSLOG screen (Continued)

the Filter (Continued)

@ Right-click

2014-07-14

2014-07-14
2014-07-14
2014-07-14
2014-07-14

ing by “Level”

2014-07-14
2014-07-14
2014-07-14
2014-07-14
2014-07-14
2014-07-14
2014-07-14
2014-07-14
2014-07-14
2014-07-14
2014-07-14

al

New|3roup 0TF | ¥SLOG
Tfme > Address Facility Level Information
1).:01:29 1: User 6: Inform... IEEE 802.11ac: disassociation BS-E8-
e CtrI+C=. 1 | |6 mform... | ath4: STA ba:es:s6:ce:46:bf IEEE 8
1: User 6: Inform... ath0: STA b8:e8:56:ce:46:bf IEEE 8(
Select &) Ctrl+A
B 1: User 6: Inform... IEEE 802.11ac: association complete
ete
_ 1: User 6: Inform... IEEE 802.11ng: association complete
l Eilter l Date and [lime... rm... [EEE 802.11ac: disassociation BS-ES-
open FEacility P rm... [EEE 802.11ac: association complete
Save As... ‘ Level I >| + | 0: Emergency isociation BB-E8
TorET 1: User 6:Infg| | 1: Alert isociation B8-E8-
11:02:24 1: User 6: 2: Critical ice:46:bf 1EEE 8(
11:02:24 1: User 6: 3: Error [ce:46:bf IEEE 8(~
11:02:24 1: User 6: 4: Warning ciation complete
11:07:09 1: User 6: 5 Notice tiation complete
11:07:09 1: User 6: 6: Informational jsociation B8-E8
11:07:39 1: User 6: 7: Debug ice:46:bf IEEE 8(
11:08:11 1: User 6: Inform—Terc ooz TIng o iation complets
11:08:11 1: User 6: Inform... IEEE 802.11ac: disassociation B8-EB- _

"

(=]

=]

Group

Model

Title
Background .
Zoam infout .
Access Point
Dizplay Mame
1P Address
Bitmap

¥ coordinate
¥ coordinate

AP-90h

0

1]
1]




2  OPERATING SCREEN

8. SYSLOG screen (Continued)

Log Folder setting

Follow the instructions below to change the folder to save SYSLOG in.
* We recommend that you use a Solid State Drive (SSD) rather than a Hard Disk Drive (HDD) for saving the logs.

Select the folder to save the log.

C:¥lsers¥

¥Documents¥Icom¥RS-AP3

| Select the folder l-

Log Management

Set the log file storing period.
The target log is automatically deleted after the storing period.

Target [ Traffic Statistics Log
[ others (Output Log, SYSLOG, Ilegal Access Detection Log)
Storing Period (days) 30 ~
Delete All Traffic Statistics Log Delete
Delete the Other Logs Delete

Cancel

2-15

B Rs-AP3 - Default.rsap3 — m] ®
File Group AccessPoini] | Option Jfiew Help
Automatic b
Save the Log I » '~ QOutputlog =1= -
MAC Authentication Server.. | NzARssmshaEsiles PO 00
Roaming Caching... | olleE
NEH @ Ermail v Traffic Statistics
) .
44 rH Nsw.Gmup 01 Mirraring > L Log Folder... F © Click
Date Time Fault Log Timer... s IF TITOTTIE o ———
| Mode! AP-90mM
- . . Title
09:27:05 1: User 6: Inform...
Background
09:27:05 1: User 6: Inform... Toom indout .. 0
09:27:35 1: User 6: Inform... 8 Access Point
na-22:20 1 llcar & Infarm Display Mame
B Log Folder *



2  OPERATING SCREEN

8. SYSLOG screen (Continued)

Opening SYSLOG

Right-click on the “SYSLOG” screen and select “Open” to open a SYSLOG file (extension: txt).

@ Right-click A Click

» Ml /New Group 013] SYSLOG
Time IP Address Facility Level Information = Group
e Model AP-90M
L hlF"‘ e Title
=Ziect All Cirl-J4 Backeround ..
Delete Zoom mfuut_.. 0
= Access Point
Filter » Dizplay Mame
IP Address
I| QOpen... Bitmap
A T Hooordinate 0
i ¥ coordinate D
B Open x
<« ~ 4 H > ThisPC > Deskiop » v | @ || Search Desktop o
Organize *  New folder BE m @
"
» 3 Quick access
> b OneDrive - Persor
~ [ This PC
> ZJ 3D Objects
> [ Desktop l Drs_api_sys\og.m}
> Documents
> ¥ Downloads
> D Music
> [&=] Pictures
> B Videos
-
~] [s¥5L06 (e v

File name:
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3 MENU

The File menu is used to create, open or save a new RS-AP3 setting file (extension: rsap3).

B RS-AP3 - Defaultrsap3

File Group AccessPoint Option View
® New
@ Open...
@ Save
@ Save As...

@ Import the Access Point...

Help

RS-AP3
AGCESS POINT MANAGEMENT TOOL

Point...

@ Export the Access
@ Exit

* O Group
Mode!
Title
Backeround ..

AP-G0M
Mew Group 01

100

Creates a new document.

Opens an existing document.

* To open a document (extension: rsap3) saved with a different User ID and pass-
word, you need to enter the ID and password you entered when you saved the
document, in the dialog shown below.

This configuration was created by another User ID/Password.

Cancel

ONew(Ctrl+N)............ccoevvvnenee.
@O0pen(Ctrl+0)..........cccoevenenee.
B Authentication Required
User 1D/Password does not match.
Reenter the User ID/Password.
User ID
Password
(®Save(Ctrl+S).........ccoceevevenne.
@Save As... ....cooooeeeein

(®Import the Access Point... ....

(6 Export the Access Point... ....

Saves the active document.
Saves the active document with a new name.

Imports access point information file (extension: csv) to the RS-APS3.

¢ If the information same as the registered access point is imported, the informa-
tion is overwritten.

*You can import only the file that is exported from [Export the Access Point]

(®).

The registered access point information can be exported (extension: csv)

* Access point information includes group and model title, access point IP ad-
dress, display name and coordinates (positioning) on the map screen.

* An exported file can be edited with a text editor.

Closes the RS-AP3
¢ Clicking [X] also closes the RS-AP3.

* To continue managing with the Windows service, save the changes and close
RS-APS3 operating screen.
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3 MENU

The Group menu is used to add or delete a group.
* Only the same model access points can be managed in a group.

* To set the common configurations for a different access point, you need to separate into different groups to manage.
* While selecting the “SYSLOG” screen, [Delete...] is displayed in grey.

B rs-af'3 - TESTreap3

File] Group fAccessPoint Option View Help
Add...
Delete...

Security Dashboard...
ACCESS POINT MANAGEMENT TOOL
Automatic Centrol b
DEH @

LI N Mew Group 01 SWSL0G

A 3 Group
Model AP-90M
Title Mew Group 01
Backeround ..

Zoom infout .. 100
= Access Point
Dizplay Mame

TS

Selecting a group by right-clicking

© Right-click

B Rs-AP2 - TESTrs|p2

File Group AccefiPoint Option View Help

ACCESS POINT MANAGEMENT TOOL

INe Gruupl:lll SYSLOG

A = Group

Madel AP-90M

Title Mew Group 01
Backeround .

Zoom infout .. 100




3 MENU

2. Group menu (Continued)

B Rs-AP3 - TEST.rsap3 - m] X

File | Group AccessPoint Option View Help

@) Add..
@ Delete...
O RS"AP3
@ Automatic Control » ACCESS POINT MANAGEMENT TOOL
NEH @
OAdd........cooveeeeeeeeee Adds a group.
Click to display the “Add a group” dialog.
BH Add a group. x
Select the model for the new group.
AP-90M v
Cance
Select the access point model for the new group, and then click [OK].
@Delete..........cc.ccoocveeeeeeeran. Deletes a selected group.

* The selected group’s access point information is also deleted.

* Confirm that the selected group and the access point information is deleted.

* While managing an access point, its settings cannot be modified on the access
point setting screen.
If you have mistakenly deleted a managing group, add a group and access
points and set them again.

Setting the Title (group name)/Background Bitmap
¢ If necessary, enter a title (group name) of up to 32 characters from the “Property” screen.
« Click “Background Bitmap” on the “Property” screen to select a 24 bit bitmap formatted image file saved in the “BG”
folder located in the RS-APS installed folder.
Refer to “Background bitmap setting” on page 6-14 for details.

B Rs-AP3 - TESTreap3”

Eile Group AccessPoint Option View Help

ACCESS POINT MAN/IGEMENT TOOL

New Group 01 | New Group 02
~ B Group
hiodel LD_00hd
=
Title Mew Group 01
Backeround ..
Zoom iy out o

The entered title (group name) displays.
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3 MENU

2. Group menu (Continued)

B RS-AP3 - TEST.rsap3

File | Group | AccessPoint Option View Help

D) Add..
@ Delete...

@ Security Dashboard...
@ Automatic Control

RS—-AP3
ACCESS POINT MANAGEMENT TOOL

(@ Automatic Control

OStart... ..o

................ Displays the SSIDs and encryption settings for all the access points reg-

istered in the group in a list.

B3 security dashboard a X
Graup Virtual .. 55ID WLAN ID Hide 5510 Maximum .. Accounting  MAG Auth.. Authentication Encryption
New Group 01 ath0 WIRELESSLAN-0 0 Dlsable Dlsab\a Disable Open SystemySh... MNone
New Group 01 WIRELESSLAN-0 Open System/sh..._[None ]
New Group 02  ath0 WIRELESSLAN-0 0 Disable 63 Disable Disable Open System/Sh... MNone
New Group 02  athd WIRELESSLAN-0 0 Disable 63 Disable Disable Open System/Sh... None

............ Displays the Automatic Control menu which configures the access points

in the same group, according to the setting environment.
e It is activated when “Option” > “Automatic” > “Automatic Control” > “Automatic
Control” is selected.

B Rs-AP3- TESTrsap3”
File | Group AccessPoint Option View Help

Add...

Delete...

Security Dashboard...

Automatic Control > @ Start.
VEHd @ @ree

........... According to the scan results, the power level and the channel that applies

with the system enviroment are set to the access point.

To adjust the neighbor access point’s power level that has a disability,

you need to activate the Automatic Control beforehand.

* If adjustment has been modified, “(Auto)” displays in the power level, channel, or
access point status field (=p.2-6) on the “Status” screen (=p.3-19).

* “Use Common Configuration” is selected in Wireless LAN in the Individual Con-
figurations, and the access points with their transparent display names on the
map screen are subjected.

* Before starting the Automatic Control, start managing all the access points in
the group.

........... Returns the access point’s power level and channel modified by

the Automatic Control to the “Individual Configuration” or “Common
Configuration” screen contents.
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3 MENU

3. Access Point menu

The Access Point menu is used to add, delete, start or end the management of the access point, and to

update the firmware, detect illegal access and display the status, and so on.

* To manage access points one by one, select the access point on the map screen first, and then start the manage-
ment.

B Rs-aP2 - TESTrsifoa”

File Group | Access Point IOpt\on View Help

Manage

. ACCESS POINT MANAGEMENT TOOL
Settings

Firmware

voow v

Site Survey

A 3 Group
Model AP-90M
Title Mew Group 01
Backeround ..

Zoom infout .. 100
Access Point
Dizplay Mame

1P Address

Bitmap

¥ coordinate i
Y coordinate 0

Restart (All)...

Selecting by right-clicking the wireless access point icon

© Right-click

B rs-|P3 - TESTreap3”

File GJup AccessPoint Option View Help

ACCESS POINT MANAGEMENT TOOL

Hew Group 02

-~

=] Group
Model AP-80M
Title Mew Group 01
Backeround ..
Zoom infout .. 100

= Access Point

Delete...

Manage

Settings Display Mame Mew AP 02
Eirmware 1P Address
= Bitmap AP-90Mbmp

* v v ¥

Site Survey Heoordinate 0
¥ coordinate 126
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3 MENU

3. Access Point menu (Continued)

B Rs-AP3 - TEST.rsap3”

File Group | AccessPoint Option View Help

RS—-AP3
ACCESS POINT MANAGEMENT TOOL

O | @ Firmware
@ Site Survey

voow v

A 3 Group
Model AP-90M
Title Mewe Group 01
Backeround ..

Zoom infout .. 100
Access Point
Dizplay Mame

1P Address

Bitmap

¥ coordinate i
Y coordinate 0

OAdd........cooeieeeeeee Adds an access point.
Select the added access point, and then enter the IP address.
* The access point without its IP address entered on the “Property” screen
cannot be managed with the RS-AP3.
* When the number of the access points has reached the maximum, this
option is greyed out.

(@ Delete... .......ccccoevveeiriee. Deletes the selected access point.
* After deleting, confirm that the group is successfully deleted.
* A currently managing access point cannot be set on the access point’s setting
screen.
If you have deleted by mistake, add an access point and set it again.

@Manage............ccooceevererenenee. Displays the access point management menu.
* The access point without its IP address entered on the “Property” screen
cannot be managed with the RS-AP3.

B RS-AP3 - TEST.rsap3*
File Group AccessPoint Option View Help

- -
Delete...

Manage > o Start...
Settings > g Start (All)...
Firmware » e End..
SIESSY > @ end ..

3-7



3 MENU

3. Access Point menu (Continued)

B Rs-AP3 - TESTrsap3”

File Group  AccessPoint Option View Help

RS—-AP3
ACCESS POINT MANAGEMENT TOOL

A 3 Group
Mode! AP-90M
Title Mew Group 01
Backeround ..

Zoom infout .. 100
Access Point
Dizplay Mame

1P Address

Bitmap
Heooordinate 0
¥ coordinate i

Restart (All)...

@ Manage (Continued) ............... B Rs-AP3 - TESTrsap3*
File Group | Access Point Option  View Help
Manage ¥ 0 Start...
Settings > 0 Start (All)...
Firmware » e End...
Site Survey > 0 End (AIl...
OStart... ..o Starts managing the selected access point.

* Access points’ settings cannot be modified on the access point’s setting screen
until the management is finished.

@ Start (All)... ..o Starts managing all the access points in the group.

¢ |f there are multiple groups to manage, start managing group by group.

OEnd............ooooeie Ends managing the selected access points.
OENd (All)au....ooeeeeceee Ends managing the access points in the selected group.
¢ |f there are multiple groups to manage, end managing group by group.
NOTE:

To start the access point management, you must “Enable” the “Access Point Management Tools.”
When you finish the access point management, the management tool settings on the access points
automatically return to “Disable.”
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3 MENU

3. Access Point menu (Continued)

@ Settings

@ Send (All)

B Rs-AP3 - TESTrsap3*
File Group | AccessPoint Option View Help

@) Add

@ Delete...
@ Manage
@ Settings

RE=A"| @ Firmware

@ Site Survey

SOl

©O)

()

@ Wirel

@ Lock lcons
(E]

Restart (All)...

© Import to Individual

Configurations

O Import to Individual
Configurations (All)................

@ Import to Common

Configuration

@ ||§:.:-..I-.Z.;;§55 Detection Log...

RS-AP3
ACCESS POINT MANAGEMENT TOOL

v v

I ~ B Group
Model AP-90M
Title Mew Group 01
Backeround ..

Zoom infout .. 100
Access Point
Dizplay Mams

IP Addrecs

Bitmap
Heoordinate 1)

Y coordinate 0

Displays the menu to export or import setting data to the managing ac-
cess points.

B RS-AP3 - TEST.rsap3*

File Group | AccessPoint  Option View Help

Add
Delete...
Manage

>
Settings > Send...
Firmware ¥ 0 Send (All)...
TSRy ’ 9 mport to Individual Configurations...
Detection Log... o Impeort to Individual Configurations (All)...
e mport to Common Configuration...

Sends the setting data modified on the “Individual Configurations”
screen or “Common Configuration” screen to the selected access point.
(w=p.4-1, p.5-1)

Sends the setting data modified on the “Individual Configurations” screen
or “Common Configuration” screen to the access points in the selected
group. (=p.4-1, p.5-1)

Imports the setting data on the “Individual Configurations” screen from
the selected acess point. (=p.4-1)

Imports the setting data on the “Individual Configurations” screen from
the acess points in the selected group. (=p4-1)

Imports the setting data on the “Common Configuration” screen from the
selected acess point. (=p.5-1)



3 MENU

3. Access Point menu (Continued)

B Rs-AP3 - TESTrsap3*

File Group | AccessPoint Option View Help

RS-AP3
ACCESS POINT MANAGEMENT TOOL

RE=A"| @ Firmware
@ Site Survey

v v

~ B Group
Model AP-90M
Title Mew Group 01
Backeround ..

Zoom infout .. 100
Access Point
Dizplay Mams

IP Addrecs

Bitmap
Heoordinate 1)

Y coordinate 0

Lock lcons

Restart (All)...

G Firmware ............c.ccccoevevennee. Displays the menu to update the access point firmware.
¢ |f the AP-90M’s firmware does not match the RS-AP3’s firmware, the access
point’s firmware automatically updates. (When “Option” > “Automatic” > “Firm-
ware Update” is selected) (r=p.3-24)

B® Rs-AP3 - TESTrsap3*
File Group AccessPoint Option View Help

Add

Delete

Manage >

Settings >

Firmware > 0 Update...

Site Survey > @ Update (All...
QUpdate............cocvever. Updates the selected access point to the RS-AP3’s firmware.
@ Update (All)... .........coevveuenne. Updates the access points in the selected group to the RS-AP3’s

firmware.
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3 MENU

3. Access Point menu (Continued)

B Rs-AP3 - TESTrsap3*

File Group | AccessPoint Option View Help

RS-AP3
ACCESS POINT MANAGEMENT TOOL

~ B Group
Model AP-90M
Title Mew Group 01
Backeround ..

Zoom infout .. 100
Access Point
Dizplay Mams

IP Addrecs

Bitmap
Heoordinate 1)

Y coordinate 0

Lock lcons
Restart

Restart (All)...

® Site Survey............cccocvevennee. Displays the Site Survey menu.
* The access point cannot communicate with the wireless LAN terminal during a
site survey.

B Rs-AP3 - TESTrsap”
File Group | AccessPoint Option View Help

Add

Delete...

Manage ¥

Settings ¥

Firmware ¥

Site Survey ¥ 0 Start...
9 Start (All)...
9 Delete Results

0 Delete Results (All)...

e Display Results (Ling)

0 Display Results (List

pockicop= o Color Settings...
OStart... ... Starts a site survey for the selected access point.
O Start (All)........ocooeveeeeeen Starts a site survey for the access points in the selected group.
© Delete Results......................... Deletes a selected access point’s site survey results.
O Delete Results (All)................. Deletes a site survey results of the access points in the selected group.

= (Continued on the next page)



3 MENU

3. Access Point menu (Continued)

B RS-AP3 - TEST.rsap3”

File Group | AccessPoint Option View

RS—-AP3
. ACCESS POINT MANAGEMENT TOOL
@ Settings

RE=A"| @ Firmware

~ B Group
Model AP-90M
Title Mew Group 01
Backeround ..

Zoom infout .. 100
Access Point
Dizplay Mams

IP Addrecs

Bitmap
Hcoordinate 0

W coordinate 0

B Rs-AP3 - TESTrsap3”

File Group | AccessPoint Option View Help

Add

Delete

Manage ¥

Settings ¥

Firmware >

Site Survey > o Start...
@ start (A,
e Delete Results...
@ Delete Results (All)...
e Display Results (Line)

W gl 6 Display Results (List

Ledilzms o Color Settings...

@ Display Results (Line)............ Draws the site survey results in lines.

* The purple lines (sp.3-16) stand for the channel (frequency) used for commu-
nication, and the line type stands for the strength of the signal.
* The directions of the arrow indicate the signal’s direction.

M 4 » M Mew Group 01" SYELOG

The broken line indicates that the signal
is weak, and the thicker the line is, the
sronger the signal is.

= (Continued on the next page)
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3 MENU

3. Access Point menu (Continued)

(®Site Survey (Continued)........,

B RS-AP3 - TEST.rsap3”
File Group | AccessPoint Option View Help

@ Settings

RE=A"| @ Firmware

@ Site Survey
@ llegal Access Detec

@ Wirele
@ Lock lcons
@ Restart...
. Restart (All}...

RS-AP3

ACCESS POINT MANAGEMENT TOOL

B

~ B Group

Model

Title
Backeround ..
Zoom infout ..
Access Point
Dizplay Mams
IP Addrecs
Bitmap
Hcoordinate 0
W coordinate 0

AP-90M
Mew Group 01

0

@ Display Results (Line)

(Continued)

B 7s-AP3 - TESTrsap3®

File Group | Access Point | Option
Add

Delete...
Manage
Settings

Firmware

Site Survey

Lock lcons

View Help

wow v v

Start (All)...

o
(2]

e Delete Results

@ Delete Results (Al)...

e Display Results (Line)
6 Displa ilts (Li

o Color Settings...

After the site survey, clicking the access point icon while pushing [Shift]
will display only the indicating line of the access point’s transmitting signal

strength.

New Group 01

3-13

Click while
pushing [Shift]

= (Continued on the next page)



3 MENU

3. Access Point menu (Continued)

(&) Site Survey (Continued).........

B Rs-AP3 - TEST.rsap3*
File Group | AccessPoint Option View Help

RS-AP3
ACCESS POINT MANAGEMENT TOOL

@ Settings
RE=A" | @ Firmware

@ Site Survey

v v

@ llegal Access Detection Log... ~ B Group
' Model AP-30M
Title Mew Group 01
Backeround ..

Zoom infout .. 100
Access Point
Dizplay Mams

IP Addrecs

Bitmap
Heoordinate 1)

Y coordinate 0

Lock lcons

Restart (All)...

B3 RS-AP3 - TESTrsap”
File Group | AccessPoint Option View Help

Add

Delete

Manage ¥

Settings >

Firmware >

Site Survey -3 0 tart

. @ st (A

tations... 0 Delete Results (All)...

6 Display Results (Line)
e Display Results (List

0 Color Settings...

Lock lcons

@ Display Results (Line)
(Continued) ..........ccccceevvineenn. After the site survey, clicking the access point icon while pushing [Ctrl] will

display the indicating line of the access point’s receiving signal strength.

Ll Clocwhio

pushing [Ctrl]
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3. Access Point menu (Continued)

B Rs-AP3 - TESTrsap3*
File Group | AccessPoint Option View Help

RS-AP3
ACCESS POINT MANAGEMENT TOOL

~ B Group
Model AP-90M
Title Mew Group 01
Backeround ..

Zoom infout .. 100
Access Point
Dizplay Mams

IP Addrecs

Bitmap
Heoordinate 1)

Y coordinate 0

Lock lcons
Restart

Restart (All)...

B Rs-AP3 - TESTrsap3*
File Group | AccessPoint  Option \View Help

Add

Delete

Manage >

Settings >

Firmware >

Site Survey > o Start...
@ start (AN
9 Delete Results...

O oelete Results (All)..

e Display Results (Line)
B e e Display Results (List

Lock lcons o Color Settings...
@ Display Results (List)............. Displays the site survey results in a list.
B List of site survey results (New AP 01)
BSSID / Channel RSSI Mode: Security SSID
001 CH (2412 MHZ) 8 AP WEP
001 CH (2412 MHz) 19 AP WPAZ-P...
044 CH (5220 MHz) 20 AP WPAZ-P...
036 CH (5180 MHz) 9 AP OFF
001 CH (2412 MHz) 3 AP WEP
001 CH (2412 MHz) 18 AP WEP
007 CH (2442 MHz) @ AP WPAZ-P..
BSSID The detected device’s “BSSID”
Channel The detected device’s channel.

The strength of the received signal detected from the
RSSI device.

e Higher values indicate stronger signals.

If the detected device is a wireless access point, “AP”
Mode appears, and if it is a wireless LAN terminal operated in
the ad hoc mode, “ADHOC” appears.

Displays the encryption and authentication protocols
that the detected device uses to communicate.

Security « When the system is “WEP RC4” or “OCB AES? “WEP”
is displayed.
SSID The detected device’s “SSID.”
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3. Access Point menu (Continued)

B Rs-AP3 - TESTrsap3*
File Group | AccessPoint Option View Help

@) Add
Delete...
@ RS-AP3
. ACCESS POINT MANAGEMENT TOOL
@ Settings
RE=A" | @ Firmware

~ B Group
Model AP-90M
Title Mew Group 01
Backeround ..

Zoom infout .. 100
Access Point
Dizplay Mams

IP Addrecs

Bitmap
Heoordinate 1)

Y coordinate 0

Lock lcons
Restart...

Restart (All)...

B Rs-AP3 - TESTrsap3”

File Group | AccessPoint Option View Help

Manage
Settings

Firmware

wow v v

9 Sta
9 Delete Results...

o Delete Results (All)...

Site Survey

t (All)..

New AP 02

e Display Results (Line)
e Display Results (List)

Lock lcons o Color Settings...

@ Color Settings..............c.......... Sets the display color of the frequencies used in the “Display Results (Line).”

B3 Color settings x

If unchecked, a line wil not be drawn.
Change the color by dicking the color.

e [V ST [ o)

2 002 CH (2417 MHz) [v 040 CH (5200 MHz) [v 136 CH (5680 MHZ)
I e S
VI i | v v o

[w 005 CH (2432 MHz) [v 052 CH (5260 MHz) [v 149 CH (5745 MHz)

4 0 g
- EEET [ I [ oo )

[v D08 CH (2447 MHz) [v 064 CH (5320 MHz) |7_
~ O oo [ S
[v 010 CH (2457 MHz) |7

[v D11 CH (2462 MHz) [v 108 CH (5540 MHz)
[v 112 CH (5560 MHz)
[v 116 CH (5580 Mz)

Default Cancel

“Color Settings” window
Place check mark to display the frequency in a specified color line.
If a check mark is removed, the frequency is not displayed in a color line.
(Default: [v/] displayed)
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3. Access Point menu (Continued)

B Rs-AP3 - TESTrsap3*

File Group | AccessPoint Option View Help
@) Add

e 1 . .
@ Settings ACCESS POINT MANAGEMENT TOOL
B ,__F H @ Firmware

~ B Group
Model AP-90M
Title Mew Group 01
Backeround ..

Zoom infout .. 100
Access Point
Dizplay Mams

IP Addrecs

Bitmap
Heoordinate 1)

Y coordinate 0

Wireless Ana
Lock lcons

Restart (All)...

BA Rs-AP3 - TESTrsap3*
File Group | AccessPoint Option View Help
Add

Manage
Settings

Firmware

wow v v

Site Survey tart

@ start (AN
9 Delete Results...

9 Delete Results (All)...

9 Display Results (Line)
O oispiey

o Color Settings...

Results (List

Lock lcons

@ Color Settings...(Continued)..“Colors” window

Click a color in the “Color Settings” window to display the “Colors” window,
and then change the color.
* Clicking [Default] resets to the default color.

[v 011 CH (2462 MHzZ) [v 108 CH (5540 MHz)

[v 112 CH (5560 MHz)

FI 116 CH (5580 MHz) | Click

Default Cancel

Colors I X

Standard Custom

Cancel

Colors:

/ Select

Current
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3. Access Point menu (Continued)

B Rs-AP3 - TESTrsap3*

File Group | AccessPoint Option View

RS-AP3
ACCESS POINT MANAGEMENT TOOL

~ B Group

Model AP-90M
Title Mew Group 01
Backeround ..
Zoom infout .. 100
F Access Point
Dizplay Mams
IP Addrecs
Bitmap

Heoordinate 1)
Y coordinate 0

lllegal access detected:
Display name blinks yellow

@ lllegal Access
Detection Log... .........cceeneee When an illegal access has been detected, the display name of the
subject access point blinks in yellow.
Select the blinking access point, and then click “lllegal Access Detection
Log...” to stop the blinking and to display the “lllegal Access Detection Log”

screen.
H lllegal Access Detection Leg (New AP 071) x
Date and Time Interface MAC Address Gondition
atho Station Number Limit
athl Station Number Limit
atho WPA Authentication

* To save the illegal access point log, place a check mark in “lllegal Access De-
tection Log.”
(Option > Save Log > lllegal Access Detection Log)

* The RS-AP3 detects an illegal access when:
= The connection is rejected by the MAC address filtering system.
= The connection is rejected by exceeding the maximum number of stations.
w A station is disconnected by a MIC failure (replay protection) in the WPA

authentication.
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. Access Point menu (Continued)

B Rs-AP3 - TESTrsap3*

File Group @ AccessPoint Option View Help

©
z
g

il
m
m

- nadaRal
ACCESS POINT MANAGEMENT TOOL

Manage
Settings

Firmware

R

Site Survey

~ B Group
Model AP-90M
Title Mew Group 01
Backeround ..

Zoom infout .. 100
Access Point
Dizplay Mame

IP Addrecs

Bitmap
Heoordinate 1)

Y coordinate 0

PO PRLEN @EP® ®

@®Status... .....coceveveeeieeee Displays the contents (IP address, channel, BSSID and so on) of the
selected access point being managed on the “Status” screen.

H Status ( New AP 01) X

4 atho | athi| ath2| ath3| athd| ath5| ath6| ath? I
Item Walue

IP Address

Channel 001 CH (2412 MHz)

BSSID

SSID

Power HIGH

Number of the Statiocn 1

Rx Rate 11 Mbps

Status RUNNIMNG
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3. Access Point menu (Continued)

B Rs-AP3 - TESTrsap3*

File Group @ AccessPoint Option View Help
@) Add

e . RS-AP3
@ Settings ACCESS POINT MANAGEMENT TOOL
B ,__F H @ Firmware

~ B Group
Model AP-90M
Title Mew Group 01
Backeround ..

Zoom infout .. 100
Access Point
Dizplay Mame

IP Addrecs

Bitmap
Heoordinate 1)

Y coordinate 0

Wireless Ana
Lock lcons

Restart (All)...

(9 List of Connected
Stations... .......cccoiiiiiie, Displays the information of the wireless LAN terminals communicating
with the selected access point (MAC Address, RSSI, Tx Rate and so on)
on the “List of Connected Stations” screen.

H List of Connected Stations ( New AP01) x
4 athd | athl| ath2 ath3| ath4| athS| ath6| ath7? 3
MAG Address REEI Tx Rate Fx Rate Connection time

37 6 Mbps 72.2 Mbps 00:12:36
56 6 Mbps 104 Mbps 00:02:25
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3. Access Point menu (Continued)

B Rs-AP3 - TESTrsap3*

File Group @ AccessPoint Option View Help

RS-AP3
ACCESS POINT MANAGEMENT TOOL

RE=A"| @ Firmware
@ Site Surve)

¥

R

@ llegal ~  [E Group
= Model AP-90M
Status Title Wew Group 01
Backeround ..

Zoom infout .. 100
Access Point
Dizplay Mame

IP Addrecs

Bitmap
Heoordinate 1)

Y coordinate 0

Lock lcons

Restart (All)...

10 Traffic Statistics...................... Displays the communication traffic statistics in a graph by searching the
history log.
9

Traffic Statistics | x
0_{Start 2022/03/30 ~| [09:00 v Perod |01 hour ~ ] [ l
Interface 2022-03-30 09:00 - 2022-03-30 10:00
4| athocouy 100 v
10
| atho(in) 30
ath1(Out) 30
ath1(in) n
| stha(our) 60
| athain) i
&90
ath3(out) wu
ath3(in) So00
£ 300
| atha(out) B2
ath4(In) 300
aths(out)
aths(In) o
| athe(out) 10
0
2thelin) 3/30 09:00 3/3008:10 3/30 0%:20 3/30 09:30 3/30 09:40 3/30 09:30 3/30 10:00
ath7(out)
5
J)
@ Start date/time/period ............ Sets the starting date, time and period of the search.

Date: Directly enter or click [ Y] to select from the calendar.
Time: Select between 00:00 and 23:00 (1 hour step.)
Period: Select between 1, 3, 6, 12 and 24 (hour.)

@Ointerface ............ccocccevvvevenenne. Displays the interface names and their colors.
When an interface is selected, the subject graph will display in bold lines.

©OGraph..............ccocovveiee Displays the traffic of each interface in the graph.
The lines are distinguished in the colors on the interface list.

O |[Display] .........ccccoevvevererrerrnnne. Click to start searching and display on the graph.
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3. Access Point menu (Continued)

B3 Rs-AP3 - TESTrsap3*

File Group @ AccessPoint Option View Help

@ Settings
RE=A"| @ Firmware

@ Site Survey
@ llegal Access Detection Log...

R

~ B Group

Model

Title
Backeround ..
Zoom infout ..
Access Point
Dizplay Mame
IP Addrecs
Bitmap

H coordinate

Y coordinate

Lock lcons

Restart (All)...

RS-AP3
ACCESS POINT MANAGEMENT TOOL

AP-90M
Mew Group 01

1o

0
0

@D Wireless Analyzer................... Displays the surrounding radio wave environment in a graph
the data imported from the access point.

* The access points’ display names without colors on the map screen are the

analyzing targets.

* While analyzing, the analyzing access point cannot communicate with a wire-

less LAN terminal.

Radio wave intensity
color bar

Wireless Analyzer x

Channel

High High

Low

Low

Present

)

Past

Time past

Horizontal axis: Frequency
Vertical axis:  Signal strength

3-22
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3. Access Point menu (Continued)

B Rs-AP3 - TESTrsap3*

File Group | AccessPoint Option View Help

RS-AP3
ACCESS POINT MANAGEMENT TOOL

~ B Group
Model AP-90M
Title Mew Group 01
Backeround ..

Zoom infout .. 100
Access Point
Dizplay Mams

IP Addrecs

Bitmap
Heoordinate 1)

Y coordinate 0

Lock lcons
Restart

Restart (All)...

@) Wireless Analyzer
...(Continued) .......................... Channel
Select the scanning range of channels from the displayed list.
(Default: 001-005 CH (2412-2432 MHz))
| Wireless Analyzer x
Click
w UUL-UUD CH (2412-2432 MHz) U3b-04U CH (5180-5200 MHz)
002-006 CH (2417-2437 MHz) 044-048 CH (5220-5240 MHz)
003-007 CH (2422-2442 MHz) 052-056 CH (5260-5280 MHz)
004-008 CH (2427-2447 MHz) 060-064 CH (5300-5320 MHz)
005-009 CH (2432-2452 MHz) 100-104 CH (5500-5520 MHz)
006-010 CH (2437-2457 MHz) 108-112 CH (5540-5560 MHz)
007-011 CH (2442-2462 MHz) 116 CH (5580 MHz)
132-136 CH (5660-5680 MHz)
140-144 CH (5700-5720 MHz)
149-153 CH (5745-5765 MHz)
157-161 CH (5785-5805 MHz)
165 CH (5825 MHz)
* The selectable channels differ, depending on the country.
@LockIcons............ccovevevennnnen. You can lock the access point icons on the map screen so that they will
not relocate accidentally.
¢ To unlock, click to remove the check mark.
B3 RS-AP3 - TEST.rsap3®
File Group | AccessPoint Option View Help
R;st;rt (.AHw -
@3Restart... .........ccoeveveeere Restarts the selected access point.
(9 Restart (All)... ........cocvveneenene. Restarts all the access point in the selected group.
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4. Option menu

This menu is for automatic control, saving the log and so on.

B Rs-AP3 - TESTreap3 — m] ®

File Group AccessPoint  Option View Help

® Automatic

@ Save the Log RS—-AP3

@) Mac Authentcaion seve.. ACCESS POINT MANAGEMENT TOOL
@ Roaming Caching...

@ Email...

@ Mirraring
@ Fault Log Timer... " [ Group
Mode! AP-90M
Title Mew Group 01
Backeround ..
Zoam infout .. 100
= Access Point

M Automatic.............cocoeeveevnnee. Displays the menu to select the automatic Firmware Update, Start
Management and so on.

RS-APZ - TESTrsap3*
File Group AccessPoint Option View Help

Automatic > 0 Firmware Update >
Save the Log 5 @ Settings Update >
© stert Management
MAC Authentication Server...
A — o Automatic Control >
NEH © Email.
OFirmware Update .................... If the firmware does not match the RS-AP3'’s firmware, the access point’s
firmware automatically updates.
Option | View Help
Automatic ¥ Firmware Update ¥ At all times
Save the Log ¥ Setilg=llpdate 2 00:00-01:00
Start Management . .

MAC Authentication Server.. Automatic Control N 01:00-02:00
Roaming Caching... CEEIRIEIEY
e 03:00-04:00

* Select to update the firmware as soon as a different version is detected by se-
lecting “At all times,” or assign the time to update the firmware by selecting the
time.

— The assigned time is synchronized with the time on your PC.

* If time is selected, a firmware update starts at the assigned time.

—When the firmware update does not complete during the assigned time, the
update is canceled.

— After updating the firmware, the setting data does not match with the RS-AP3’s
data. Therefore, the setting data needs to be sent to the access point.
(Option > Automatic > Settings Update) (s==p.3-25)

If the firmware update and the settings update time are assigned in the same
hour, the firmware is updated first, and then the setting data is updated.
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4. Option menu (Continued)

B RS-AP3 - TEST.rsap3 - m] X

File Group AccessPoint Option View Help

@ Automatic

@ Save the Log RS-AP3

@) MAC Autnentcation Sever. ACCESS POINT MANAGEMENT TOOL
@ Reaming Caching...

@ Email...

A &= Group

Mode| AP-80M
Title Mew Group 01
Backeground
Zoom infout .. 100
= Access Point

@ Automatic (Continued) ........... B RS-AP3 - TEST.rsap3*

File Group AccessPoint Option View Help

Automatic 3 @ Firmware Update >
Save the Log s (@ settings Update ’
© stort Management
MAC Authentication Server... . 5
—— @ Automatic Control
Email...
@ Settings Update....................... If the setting data does not match the RS-AP3’s setting data, it automati-
cally sends to the access point.
Option | View Help
Automatic > Firmware Update »
Save the Log N Settings Update ] At all times
Start M. t

MAC Authentication Server... Ajt0|n:t?:gcj:i:er:>| N D000 0D

R (Tt 01:00-02:00

oaming Caching...

_— | 02:00-03:00

* Select to send the setting data as soon as a different data is detected by select-
ing “At all times,” or assign the time to send by selecting the time.
— The assigned time is synchronized with the time on your PC.
e If time is selected, the data is sent to update at the assigned time.
— When the updating does not complete during the assigned time, the updating
is canceled.
— This function can be used with the Firmware Update function.
(Option > Automatic > Firmware Update) (=p.3-24)
If the firmware update and the settings update time are assigned in the same
hour, the firmware is updated first, and then the setting data is updated.
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4. Option menu (Continued)

B RS-AP3 - TEST.rsap3 - ] X
File

Group  Access Point | Option  View Help

@ Automatic >

@ Save the Log »

RS—-AP3

@) Mac Autrentcaton seve. ACCESS POINT MANAGEMENT TOOL
@ Reaming Caching...

@ Email...

(@) Feult Log Timer... ~ O Group
Mode! AP-90M
Title Mew Group 01
Backeround ..

Zoom infout .. 100
= Access Point

(D Automatic (continued) ........... B Rsaps - TeSTrespr

File Group AccessPoint Optien View Help

Automatic Firmware Update >

Save the Log Settings Update >

Start Management

o000

MAC Authentication Server.. Automatic Control 5

Roaming Caching...

Email...

© Start Management .................. If an access point that is not being managed is found, this option will
automatically start managing.
* “Access Point Management Tools” must be enabled, and the access point must
be located and set on the map screen to start its management.

O Automatic Control .................. Enables or disables the Automatic Control function.
* Select the channels that can automatically be controlled in the “Channel List”
« If the function is enabled, “Automatic Control” in the “Group” menu is also en-
abled. (=p.3-5)

RS-AP3 - TEST.rsap3”
File Group AccessPoint Option | View Help

Automatic ¥ Firmware Update >
Save the Log > Settings Update >
Start Management

MAC Authentication Server...

Automatic Control ¥ Automatic Control

Roaming Caching... Channel List.
Email... R ——

Channel List... Selects channels to be automatically controlled. Select one or
more channels each from the 2.4GHz and 5GHz channels.

B Channel List x

Select the channels to use for automatic contral.
Note: Mumbers in [] indicate supported bandwidth (MHz).

(1001 cH (2412 MH2) [20 / 40) [1002 cH (2417 MH2) [20 / 40 [71003 CH (2422 MHz) [20 / 40

[ 004 CH (2427 MHZ) [20 / 40) [1005 CH (2432 MHz) [20 / 40) (1006 CH (2437 MHz) [20 / 40)
007 CH (2442 MHz) [20 / 40] 008 CH (2447 MHz) [20] 009 CH (2452 MHz) [20]

[~1010 CH (2457 MHz) [20] [lo11 cH (2962 MHz) [20]

[]038 CH (5180 MHZ) [20 / 40 / 80] []040 CH (5200 MHz) [20 / 80) [] 044 CH (5220 MHz) [20 / 40/ 80]
[ 048 cH (5240 MHz) [20 / 80) [-]052 CH (5260 MHz DFS) [20 / 40 / 80] [] 056 CH (5280 MHz DFS) (20 /80]
(1060 CH (5300 MHz DFS) [20 f 40 / 80] [71064 CH (5320 MHz DFS) [20 / 80] 100 CH (5500 MHz DFS) [20 / 40 / 80]
104 CH (5520 MHz DFS) [20 / 80] 108 CH (5540 MHz DFS) [20 / 40 / 80] 112 CH (5560 MHz DFS) [20 / 80]
116 CH (5580 MHz DFS) [20] 132 CH (5660 MHz DFS) [20 / 40 / 80] 136 CH (5680 MHz DFS) [20 / 80]
140 CH (5700 MHz DFS) [20 / 40 / 80] 144 CH (5720 MHz DFS) [20 / 80] 149 CH (5745 MHz) [20 { 40 / 80]
[ 153 cH (5765 MHz) [20 / 80) [1 157 CH (5785 MHz) [20 / 40 / 80] 161 CH (5805 MHz) [20 / 80]

165 CH (5825 MHz) [20]

o

¢ If the selected channels do not include the supported band-
width, the first channel which includes the supported band-
width is automatically selected.
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4. Option menu (Continued)

BB RS-AP3 - TEST.rsap3 - ] X

File Group AccessPoint  Option View Help

@ Automatic

@ Save the Log RS-AP3

(3) MaC Authentication Server. ACCESS POINT MANAGEMENT TOOL
@ Roaming Caching...

@ F_r.nai\..:

(@) Fault Lag Timer... ~ & Group
Model AP-90M
Title MNeww Group 01
Backeround ..
Zoom infout .. 100

Sl Paoint

B RS-AP3 - TESTrsap* - o X

File Group A nt | Option | View Help

Automatic

Save the Log 5 @ outputiog RS—-AP3

MAC Authentication Server.. 2] Uil
SYSLOG

o Traffic Statistics

ACCESS POINT MANAGEMENT TOOL

Reaming Caching,
Email..
Mirroring > e Log Folder..
3 =) Group
Model AP-30M
Title New Group 01
Backeround .

Fault Log Timer

OOutputLog........cococvevrrenne. Saves the information on the server or the illegal access detection log history.

@lllegal Access
Detection Log .............ccccnne. Saves the received illegal access detection as a log.

OSYSLOG ..o Saves the received SYSLOG when using the SYSLOG server in a file
(Extension: txt).
* Depending on the capacity of the received SYSLOG or the saving speed, the
SYSLOG processing may be delayed. In that case, all the delayed SYSLOGs
are deleted and outputs a message in the log.

O Traffic Statistics...................... Saves the traffic statistics as a log.
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4. Option menu (Continued)

B RS-AP3 - TESTrsap3 - ] X

File Group AccessPoint | Option  View Help

® Automatic ¥

@ Save the Log > RS-AP3

(3 MAC Authentication Server. ACCESS POINT MANAGEMENT TOOL
@ Roaming Caching...

@ Email...

A = Group
Madel AP-90mM
Title MNew Group 01
Backeround

Zoom infout .. 100
- Access Point

(2 Save the Log (continued)....... B RS-AP3 - Default”

File Group AccessPoint  Option View Help

Save the Log ¥ 0 Output Log
MAC Authentication Server... 0 lllegal Access Detection Log
Roaming Caching... 9 S
DEH @ Ermail... o Traffic Statistics
ARGV New Group 01 Mirroring 5 ) Log Folder..
@Log Folder.............cccccocuun.... Sets the folder to save the logs and manages the stored log.
B3 Log Folder *

Select the folder to save the log.

C:¥Users¥id0134¥DocumentséIcom¥RS-AP3 Select the folder

Log Management

Set the log file storing period.
The target log is automatically deleted after the storing period.

Target [ Traffic Statistics Log

[J others (Output Log, SYSLOG, Tlegal Access Detection Log)

Storing Period (days) 30 w

Delete All Traffic Statistics Log Delete

Delete the Other Logs Delete

cancel
Log Management
Target: Click to check the logs to delete automatically.
Storing Period (days): Select number of days to keep the logs from “30,” “60,”
or “90.” (Default: 30 (days))

Delete All Traffic
Statistics Log: Click <Delete>, then click <Yes> to manually delete all

the traffic statistics logs except the current day, regard-
less of the “Storing Period (days)” setting.

Delete the Other Logs: Click <Delete>, then click <Yes> to manually delete all
of the output logs, illegal access detection logs, and
SYSLOG logs, except the current day, regardless of
the “Storing Period (days)” setting.
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4. Option menu (Continued)

B RS-AP3 - TEST.rsap3

File Group AccessPoint Option View Help

@ Automatic
@ Save the Log

@ MAC Authentication Server..
@ Reaming Caching...

@ Email...

RS—-AP3

ACCESS POINT MANAGEMENT TOOL

A E Group
Mode| AP-00M
Title Mew Group 01
Backeground
Zoom infout .. 100
El Access Point

Server... .ocooovviveieeie e You can register up to 10000 MAC addresses used for the MAC authen-
tication server (RADIUS.)

* The RS-AP3’'s MAC Authentication Server function
(RADIUS) cannot be used as the VLAN authentication
server. (Attribute responder not supported)

B MAC authentication ser., O x
File QOption
Mo MAC Address @

M
9997
9998
2003
10000
v
Gncel

* The following setting is when the RS-AP3 MAC authentication server is enabled
in the “MAC Authentication Server (RADIUS)” setting on the “Common Configu-

ration” screen.

M4 » M

New Group 01+
Wirgless Unit
Frequency Band
Bandwidth
Channel
Power Level
DTIM Interval
Priotactioe

‘3 Virtual AP

= Interface athll
b ol AD

SYELOG

510

WLAN ID

Hide S31D

Maximum Number of Stations

Accounting
MAC fthartication

Enable

24 GHz

20 MHz

001 GH (2412 MHz)
High

1

Enable

Enable
WIRELESSLAN-0
0

Dizable

3

Dizable

Enahle

Lz tua g
Secret

= MAG Authentication Server (RADIUS)

Enabled (RS-AP3)
secret

Hetry Interval Lseconds)
Retry Gount

= Security

Authentication
Encryption

Interface athl
Interface ath2

E
4

Open System/Shared Key
Mok

i i ih T
Mo« » M o Map \ndividualConﬂgurations‘l@ommonConﬂgnrationAl
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4. Option menu (Continued)

B Rs-AP2 - TESTrsap3

File Group AccessPoint  Option View Help

@ Automatic ¥
@ Save the Log ¥

@ MAC Authentication Server..
@ Reaming Caching...

i EEReeARS
ACCESS POINT MANAGEMENT TOOL

= @
DEH @ @ Email...
M 4 b H /New Group 01 @ Mirroring N
@ Fault Log Timer.. 2 E grgulp AP—30M
ode -
Title Mew Group 01

Backeround ..

Zoom infout .. 100
E Access Point

Dizplay Mame

IF Address

Bitmap

Hcoordinate 0

W coordinate 1)

(3®MAC Authentication
Server."(contlnued) ............... B MAC authentication ser... O X B MAC authentication ser.. O x
File Opticn File | Option
o Import.. ‘—A e Enable Server "
g‘ Export... r 1N0° .Authent\cation Policy »
h 2
Q@lImport..........ooooovee Imports the MAC address information (extension: txt) to the RS-AP3.

* The previously registered MAC address will be overwritten.
* You can import only the file that is exported from [Export...] ().

@EXport..........cccoevveeeieennne Exports the registered MAC address information as a text file (extension:
txt) to a desired location.
* The following MAC addresses are taken as identical.
(Example: 0090C7777777 and 00-90-C7-77-77-77)

©Enable Server ......................... Enables the RS-AP3’s MAC authentication server.
O Authentication Policy............. Selects whether or not to allow to access from a wireless LAN terminal
that has its MAC address registered. (Default: Allow List)
Allow List:  Allows to access from only the registered wireless LAN
terminals.
¢ All the terminals with MAC addresses that are not registered
are denied.
Deny List: Denies to access from only the registered wireless LAN
terminals.
¢ All the terminals with MAC addresses that are not registered
are allowed.
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4. Option menu (Continued)

B Rs-AP2 - TESTrsap3

File Group AccessPoint  Option View Help

@ Automatic ¥

@ Save the Log ¥ RS—-AP3

(3) MAC Authentication Seve.. ACCESS POINT MANAGEMENT TOOL
@ Reaming Caching...

@ Email...

Ner Group 01 @ Mirrering »

@ Fault Log Timer... ~ B Group
Mode| AP-00M
Title Mew Group 01
Backeround ..
Zoom infout .. 100
E Access Point
Dizplay Mame
IF Address
Bitmap

Hcoordinate 0
W coordinate 1)

(@ Roaming Caching................... Enables the PMK (Pairwise Master Key) Caching function that minimizes
the communication interruptions by leaving out some parts of the authen-
tication, when the wireless LAN terminal roams to other access points.
* The PMK Caching function can be used when “WPA2” or “WPA/WPA2” authen-

tication is used.

RS-AP3

@ Sends PMK Caching @ If you receive caching information
to the RS-AP3 while changing to access point B
by roaming, it will not communicate
withthe RADIUS server and checks
for the PMK caching with the RS-AP3.

© Authorized by the
RADIUS server

RADIUS server

point A © If there is a correct
PMK Caching, skips
the authentication,
and enables

connection.

@ When accessing
access point B,
sends the caching
information from
accessing the acces
point A.

@ Access point A
accessing the RADIUS server

@ Accessing access point A

N

_ = _ O Moving
Wireless LAN terminal Wireless LAN terminal

NOTE

* All the PMK cachings are deleted when the setting data is saved to the RS-AP3.

* Up to 16 PMK cachings can be held in each wireless LAN.
When the amount of the PMK cachings exceed more than 16, the older PMK cachings are deleted.
Also, the PMK cachings that exceed the PMK Caching Timeout are deleted. (s==p.3-32)

= (Continued on the next page)
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4. Option menu (Continued)

B RS-AP3 - TESTrsap3

File Group AccessPoint Option \View Help

@ Automatic >

@ Save the Log > RS-AP3

(3) MAC Authentication Servr.. ACCESS POINT MANAGEMENT TOOL
@ Reaming Caching...

@ Email...

@ Fault Log Timer... A [ Group
Mode| AP-80M
Title Mew Group 01
Backeground

Zoom infout .. 100
Access Point
Dizplay Mame

IF Address

Bitmap
Hooordinate 0

W coordinate 1)

(@ Roaming Caching...

(Continued) ............................. ﬂ Reaming Caching Setting x
Roamine Caching Enable
PMEK Gaching Timeout (minutes) 720
© Roaming Caching................... Enables or disables the Roaming Caching function. (Default: Enable)
@ PMK Caching Timeout
(minutes) ........cccoeiiiiiiiee, If necessary, set the timeout period until the PMK caching is automati-
cally deleted.
¢ Set the period between 1 and 1440 minutes. (Default: 720)

PMK Caching sharing function setting (Authentication/RADIUS)

In the Wireless Settings on the “Common Configuration” screen, Set “WPA2,” or “WPA/WPA2,” and the RADIUS
server. (As shown in the screen below)

To apply the changes, overwrite the settings, and then send the setting data to the access points. (=p.1-18 to p.1-20)

M 4 r M New Group 01* % SYSLOG

Wirtual AF Enable

3310 WIRELESSLAN-0
WLAN 1D 0

Hide S5ID Dizable
Maximum Number of Stations i3

Accounting Disable

Disable

TrIGT RN ALD
WP# Rekey Interval {minutes) 120
o BADTIS
Uze per Virtual 4P Settings Enable
= Primary
Address
Fart 1812
Secret secret
= Secondary
Address
Fart 1812
Secret secret
Retry Interval {zeconds) 3
Retry Count 4
7 Ilest th1

I 23 th if
M 4 » ¥ Map IndividualCUnﬂguraiiuns‘I\CommonConﬂgural\on/l
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3 MENU

4. Option menu (Continued)

B RS-AP3 - TESTrsap3
File Group AccessPoint Option \View Help

® Automatic >
@ Save the Log >

@ MAC Authentication Server...
@ Reaming Caching...

@ Email...

RS—-AP3
ACCESS POINT MANAGEMENT TOOL

@ Fault Log Timer... A [ Group
Mode| AP-80M
Title Mew Group 01
Backeground

Zoom infout .. 100
Access Point
Dizplay Mame

IF Address

Bitmap
Hooordinate 0

W coordinate 1)

............................. Displays the “Email Settings” window to send access point information by
email.
* Refer to “Notification by email function” on page 6-2 of this manual for more
details.

............................. Displays the Mirroring function menu.

B3 RS-AP3 - Default*

File Group AccessPoint | Option | View Help

Automatic
Save the Log

MAC Authentication Server..
Roaming Caching...
Email...

H 4 » M /New Group 01 Mirroring

Fault Log Timer..

e Synchronize...

Having the Mirroring function enabled will avoid being disabled by inter-

ferences.

If you enable, the setting data on this PC is synchronized with another

PC with the RS-AP3.

* Refer to “To prevent the management inability” on page 6-7 for the setting
details.

OStatus... ... Displays the “Mirroring Status” window after enabling the mirroring func-

tion to confirm the setting options that are not synchronized. (s==p.6-13)
* Double-clicking “Synchronized” or “Unsynchronized” will also display the win-
dow.

@ Options...........ccocceveveverene, Displays the “Mirroring Option” window to set the mirroring function.

© Synchronize

(+=p.6-8)

............................ Displays the “ Mirroring” window to synchronize the Primary and the Sec-
ondary settings after enabling the mirroring function. (s=p.6-10)
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3 MENU

4. Option menu (Continued)

B RS-AP3 - TEST.rsap3
File Group AccessPoint Option View Help

® Automatic ¥

@ Save the Log ¥ RS-AP3

(3) WA Authentication Serer.. ACCESS POINT MANAGEMENT TOOL
@ Reaming Caching...

@ Email...

New Group 01 @ Mirroring ’

(@) Fault Log Timer... A B Group
Mode| AP-00M
Title Mew Group 01
Backeground

Zoom infout .. 100
Access Point
Dizplay Mame

IF Address

Bitmap
Heoordingte 1)
Y coordinate 0

@D Fault Log Timer........................ When there is no notification from the access point for this setting time
period, the access point icon blinks red, informs on the “Log Output”
screen, and/or by sending a notification email, if set (=p.6-2)

Set to between 1 and 5 minutes.

RS-AP3 - TEST.rsap3

File Group AccessPoint Option View Help

Automatic

SavetheLog R

MAC Authentication Server... ACCESS POINT MANAGE|
Roaming Caching...

Email...

Mirroring

~ =
v 1minute (D

Fault Log Timer... >

Mode|
2 minutes Title
3 minutes Backeround
Zoom infout ..
4 minutes B
= Access Point

5 minutes

Display Name

Binks red when no notification from the access point
for this setting time period.

MNewe AP 01
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3 MENU

5. View menu

This menu is for the RS-AP3’s view settings. Property

B3 Rs-AP3 - TESTrsap3 — x

File Group AccessPoint Option | View Help

@ Tool Bar g
Caption Bar — o

(4) outputLog AGCESS POINT MANAG|{MENT TOOL

ToolBar—(0Gd o ®Ffeeer [
M 4 » M /New Group 01
= Group
Mode| AP-90K
Title Mewy Growp 01
Backeround ..
Zoom infout .. 100
-] Access Point
Dizplay Mame
IF Address
Eitmap
Heoordinats 0
' coordinate i
||< 4 + M “ Map /4 Individual Configurations < Common Configuration
output Log — - Rnar.'ning Gaching server started ) ! ) Al
- Settings of Mew Group 01 were changed. Save settings to a file to apply them to the service.
- Settings of Mew Group 01 were changed. Save settings to a file to apply them to the service.
- Settines of New Group 01 were chaneed. Save settings to a file to apply them to the service v
Status Bar —(Redy Save
(DCaption Bar.............cccoeueeee. Set whether or not to display the caption bar.
@Tool Bar..........cccooeeeerevenenee. Set whether or not to display the tool bar.
(®Status Bar ..............ccceeueenee. Set whether or not to display the status bar.
@O0utput Log.........cccvvvevennnee. Set whether or not to display the “Output Log” screen.
B Property........c.cccovvevierienennne. Set whether or not to display the “Property” screen.
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3 MENU

6. Help menu

This menu displays the RS-AP3’s instruction manual (this manual) and the version information.

(»DManual

@ About ..

H R5-AP3 - Default.rsap3®

File Group AccessPoint Option  View Help

RS-AP3
ACCESS POINT MANAGEMENT TOOL

-

El Group

Mode| AP-90m
Title MNew Group 01
Backeground

Zoom infout .. 100
= Access Point

Dizplay Mame
0 8l

..................................... Opens this instruction manual.

..................................... Displays the software, version and copyright information.
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4 INDIVIDUAL CONFIGURATIONS

1. Operating

Click the “Individual Configurations” tab to display the access points in the selected group.

Select an access point, and then change the settings. (*=p.4-3 to p.4-9)

* To apply the changes, overwrite the settings, and then send the setting data to the access points.
(=p.1-18 to p.1-20)

B3 rs-AP| - Defaultrsapa”

cEm

Eile Grou» AccessPoint Option  View Help

ACCESS POINT MANAGEMENT TOOL

= E e

W4 v M New Group 01* % SYSLOG

Display Mame IP Address Bitmap X Coo.. Y Coo. |7 IP Address = Group
Host Mame Default Valie Model BP-90mM
192.168.0.1 AP-20M.bmp 0 0 Management WLAN ID Use Commaon Configuration Title Mew Group 01
DHGP Server Backeround .
Packet Filter Foom infout . 100
= w"e!ess Settings El|Access Point
w!ﬂ?lBSS 1 Display Mame  Mew AP 01
Wireless 2 IP Address 192.168.0.1
SNMP Bitmap AP-90Mbrmp
Command Hcoordinate 0
' coordinate 0

The settings on the “Property” screen can also be
set on this list. (==p.2-9)

M4 » M {Fv'lEIDI?\l[IGiV\dIIﬂlCOIII'IQHrﬂIiOIISf‘;u —
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4 INDIVIDUAL CONFIGURATIONS

2. IP Address

Set “Host Name” and “Management VLAN ID” of the selected access point.

* To apply the changes, overwrite the settings, and then send the setting data to access points.
(=p.1-18 to p.1-20)

* Refer to the instruction manual (PDF) or online help for Icom’s access point setting details.

B3 Rs-AP3 - Defaultrsapa” — [m] X

File Group AccessPoint Option  View Help

RS-AP3
ACCESS POINT MANAGEMENT TOOL
EE
W4 v M S New Group 01 % SYSLOG
Display Name IP Address Bitmap X Coo.. ¥ Coo.. [P IP Address E Group
Host Mame Default Valie Madel AP-90M
192.168.0.1 AP-9OM.bmp 0 0 Management WLAN ID Uze Common Configuration Title Mew Group 01
DHGF Server Backeround ...
Packet Filter Zoom infout .. 100
= Wireless Settings = Access Point
Wireless 1 Display Mame  Mew AP 01
Wireless 2 IP Address 192.168.0.1
SNMP Bitmap AP-90Mbmp
Command ¥ coordinate 0

' coordinate i}

M4 »r M iMap » Individual Configurations £ Common Configuration

Setting the Host Name

Enter a desired host name of up the 31 characters (ato z, Ato Z, 0 to 9 and - (hyphen)).
A name starting or ending with a “-” (hyphen) cannot be registered.
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4

INDIVIDUAL CONFIGURATIONS

3. DHCP Server

Set “DHCP Server” and “Static DHCP” for the selected access point.

* To apply the changes, overwrite the settings, and then send the setting data to access points.
(=p.1-18 to p.1-20)

* Refer to the instruction manual (PDF) or online help for Icom’s access point setting details.

BH Rs-AP3 - Defaultrsap3” — ] ®

File Group AccessPoint Option  View Help

RS—AP3
ACCESS POINT MANAGEMENT TOOL
N Hd @
M o4 v M New Group 01*% 8YSLOG
Display Name IP Address Bitmap X Coo... ¥ Coo..|E IP Address ~| = Group
Host Hame Default Valie Madel BP-00M
152.168.0.1 AP-90M.bmp 0 0 Management WLAN ID Uze Cammon Configuratior Title New Group 01
&= [DHGP Server Backeround .

= DHGP Server Zoom infout .. 100

DHCP Server Dizable O Access Point

i Poo! Start Addrese  192.168.0.10 Display Mame  Mew AP 01
Fool Size 30 IF Address  192.168.0.1
Subnet Mask 256,255 255.0 Bitmap AP-30Mbimp
Lease Time (hours) 72

Heoordinate 0

Domain Name ¥ coordinate 0

Default Gateway

Primary DNS Server

Secondary DNS Server

Primary WINS Server

Secondary WINS Serv..
= Static DHCP

m MAC Address - - - .
02 MAC Address - - - ..
03 MAC Address - - - ..
04 MAC Address - - - ..
05 MAC Address - - - .
Il MAC Address - - - .
n7 MAC Address - - - ..
03 MAC Address - - - ..
Ik MAG Address - - - .
10 MAG Address - - - .
11 MAC Address - - - L

W« » ¥ % Map 4 Individual Configurations £ Common Configuration /
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4 INDIVIDUAL CONFIGURATIONS

4. Packet Filter

Set “Packet Filter” for the selected access point.

* To apply the changes, overwrite the settings, and then send the setting data to access points.
(=p.1-18 to p.1-20)

* Refer to the instruction manual (PDF) or online help for Icom’s access point setting details.

BH Rs-AP3 - Defaultrsap3” — ] ®

File Group AccessPoint Option  View Help

RS—AP3
ACCESS POINT MANAGEMENT TOOL
N Hd @
M o4 v M SNew Group 015 SYSLOG
Display Name IP Address Bitmap X Coo... ¥ Coo.. [F IP Address ~| = Group
Host Hame Default Valie Madel BP-00M
152.168.0.1 AP-90M.bmp 0 0 Management WLAN ID Uze Cammon Configuratior Title New Group 01
DHGP Se_"'e' Backeround .
5 Packet Filter Zoom infout .. 100
Import/Export/Use Com..  Select o Access Point
= 01 . Display Mame Mew AP 01
Click a Packet Filter number (Entry) to Use Gommon Ganfigurat] IP Address  192.168.0.1
02 i L Bitmap AP-90Mbmp

[+ 03
& 04
& 05
= 06
= 07
= 08
= 09
= 10

set “Use Common Configuration,” “Dis-
able” or “Enable” to whether or not to use
a programmed filter.

(Default: Use Common Configuration)

Heoordinate 0
Y coordinate 0

= 12
= 13
= 14
= 15
= 16
= 17
= 18
19
[ 20
[ 21 v

4 4 » M Map Individual Configurations £ Common Configuration

= (Continued on the next page)
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4 INDIVIDUAL CONFIGURATIONS

4. Packet Filter (Continued)

Packet Filter Import/Export function

The “Import/Export/Use Common Configuration for All/Delete All” option can only be used when the RS-
AP3 is used with Icom’s access points.
The import, export, and packet filter settings can be simultaneously set to the selected access points.

B3 Rs-APz - Default.rsap3” — m] Pd

File Group AccessPoint Option View Help

RS—-AP3
ACCESS POINT MANAGEMENT TOOL
A& H @
H 4 r M /SNew Group 01* 3YSLOG
Display Name IP Address Bitmap X Coow. ¥ Coo... | B IP Address A = Group
Host Hame Diefault Walue Madel AP-90M
192.168.0.1 AP-90M.bmp 0 0 Management WLAN 1D Uze Common Configuration

Title Mew Group 01

Backeround ..

Foom infout 100

__ JAccess Point

Exp ADizplay Name  MNew AP 01
Entry Use Gommon Configuration for A1 [P Address 192.168.0.1

02 Delste All Bitman AP-90Mbmp

03 )it coordinate 0

i DHCP Server
= Packet Filter
Import/Exg /|

@ Exporting
Exports the programmed packet filter as a text file (extension: txt.)
1. Select “Export.”
* When no packet filter is programmed, “No settings to export.” is displayed.
2. Set a desired file name, and then click [Save].
* The exported file can be edited with a text editor.

@ Importing
Imports exported files.
1. Select “Import.”
2. Select a file for the packet filter, and then click [Open].
3. Click [OK].
* The existing packet filter is overwritten.
* You can import only the file that is exported from [Export].

© Setting all packet filters
1. Select “Use Common Configuration for All” or “Delete All.”
2. Click [Yes] to set or delete all packet filters that are programmed to the selected access points.



4 INDIVIDUAL CONFIGURATIONS

5. Router Settings

Set “Change address” and “IP filter” for the selected access point.

* This screen is displayed only when a wireless access point with router function is selected.

* To apply the changes, overwrite the settings, and then send the setting data to access points.
(=p.1-18 to p.1-20)

* Refer to the instruction manual (PDF) or online help for Icom’s access point setting details.

B Rs-AP2 - Defaultrsap3” - m] X

File Group AccessPoint Option  View Help

RS—-AP3
ACCESS POINT MANAGEMENT TOOL
D d @
H 4 ¥ H SNew Group 01 SYSLOG
Display Name IP Address Bitmap XCo.. YCo.. Packet Filter * B Group
& Router Scttings Madel AP-95M
New AP 01 19216801 AP-95M.bmp 0 0 lode!
me NAT Title New Group 01
El ||_:||: glter ! s Background ..
. . eneral ings . o)
Click an IP Filter number (Entry) to set Block Acton Use Gormon Corfiguraton il
“Use Common Configuration,” “Disable” | IP fgz M\jilnatctl; SYS... ;ls‘a Common Corfiguration Display Mame  New AP 01
« ” mport. ort/Use Commo.. elect 3 0.
or “Enable” to whether or not to use a ﬁ 2 o1 b 192180
. : map AP-95M bmp
programmed filter. Common Corfiguration _ | Xcoodinate 0
(Default: Use Common Configuration) P Decc Yoodnge 10
o4 Elell=

HEEEEEEEEBEEERERBDREB
]

4 4 ¢ KW Map :Individual Configurations £ Commeon Configuration

4-7



4 INDIVIDUAL CONFIGURATIONS

5. Router Settings (Continued)

IP Filter Import/Export function

The “Import/Export/Use Common Configuration for All” option can only be used when the RS-AP3 is used
with lcom’s access points.
The import, export, and packet IP settings can be simultaneously set to the selected access points.

NEH @
H 4 » M New Group M % S¥SLOG
Display Name IP Address Bitmap XCowu. ¥Co.. = RouterSeltings ~ [ Group
NAT
New AP 01 19216801 AP-05M.bmp 0 0 — Model AP-35M
=7 . Title New Group (11
B General Settings Background ...
Block Action Use Common Corfiguration Zoomindout (%) 100
IP Fitter Mismatch 5YS... Use Common Configuration B e i
Import/Export/Use Commo... REHe | Display Name  New AP 01
El} P IP Address  192.168.0.1
Ent
- n,)w Use Common Configuration for All Bitmap AP-35M.bmp
X coordinate 0

@ Exporting
Exports the programmed IP filter as a text file (extension: txt.)
1. Select “Export.”
* When no IP filter is programmed, “No settings to export.” is displayed.
2. Set a desired file name, and then click [Save].
* The exported file can be edited with a text editor.

@ Importing
Imports exported files.
1. Select “Import.”
2. Select a file for the IP filter, and then click [Open].
3. Click [OK].
* The existing IP filter is overwritten.
* You can import only the file that is exported from [Export].

© Setting all IP filters
1. Select “Use Common Configuration for All.”
2. Click [Yes] to set all IP filters that are programmed to the selected access points.
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4

INDIVIDUAL CONFIGURATIONS

6. Wireless Settings

Set “Wireless Unit,” “Channel,” “Power Level” and so on for the selected access point.
¢ When “Frequency Band” is set to “Use Common Configuration,” “Bandwidth,” “Channel” and “Power Level” cannot be

¢ To apply the changes, overwrite the settings, and then send the setting data to access points.

(==p.1-18 to p.1-20)

* Refer to the instruction manual (PDF) or online help for Icom’s access point setting details.

B Rs-AP2 - Defaultrsap3” - m] X
File Group AccessPoint Option View Help

RS-AP3
ACCESS POINT MANAGEMENT TOOL
N H ©
M4y M SNew Group 01* % SYSLOG
Display Mame IP Address Bitmap X Coow. ¥ Coo.., = IP Address ~ [ Group
Haost Name Default Walue Made! AP-90M
192.166.0.1 AP-20M.bmp 0 0 Management WLAN ID Use Gommon Configuration Title Hew Group 01
DHGP Server Backeround
L Panlkat Ciltar N
e —— Zoom infout .. 100
= \'hre!ess Settings = #Access Point
B [Wireless 1 Dizplay Mame  MNew AP 01
Wireless Unit Uze Gommon Configuration 1P Address 192 168.0.1
Frequency Band 24 GHz Bitmap AP-90M bmp
Bandwidth 20 MHz K coordinate 0
Chanriel 001 GH (2412 MHz) ¥ coordinate 0
Power Level High
DTIM Interval Uze Gommon Configuration
Protection Enable

El Wireless Brideing (WDS)
Interface wds0
Interface wds1
Interface wds?2
Interface wds3
Interface wds#
Interface wdsh
Interface wds6
Interface wds?

Wireless 2
T
Command

4 4 » b " Map xIndividual Configurations < Common Configuration

When using the Wireless Bridging function

1. Before enabling the access point management tools, set the Wireless Bridging function on the access

2.

point’s setting screen.
Before starting the management of the contents set in the step 1, set the “Individual Configurations

When the Wireless Bridging is interrupted by setting modifications, the monitoring or setting modifications for the
target access point are disabled.
To modify the “Wireless Bridging” settings, start modifying from the access points that can only be communicated
with the Wireless Bridging function.
* When using the Wireless Bridging function with the Wireless 2 (external antenna’s LAN unit) on the Ilcom’s access
points, the virtual AP on the “Common Configuration” also must be set.
Refer to the product’s instruction manual for more details.
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INDIVIDUAL CONFIGURATIONS

7. SNMP

Set “System Location” and “System Contact” for the SNMP (Simple Network Management Protocol.)

* To apply the changes, overwrite the settings, and then send the setting data to access points.

(=p.1-18 to p.1-20)

* Refer to the instruction manual (PDF) or online help for Icom’s access point setting details.

B RS-AP3 - Default.rsap3*

Eile Group AccessPoint Option VMiew Help

RS-AP3

ACCESS POINT MANAGEMENT TOOL

DHGP Server
Packet Filter

JZH @
W4 M SNew Group 01* ¥ SYSLOG
Display Name IP Address Bitmap X Coo.. ¥ Coo.. = IP Address
Hast Mame Default Value
192168.0.1 AP-90M.bmp 0 o Management VLAM ID Use Gommon Configuration

= [SNMP
System Location
System Gontact

Use Common Configuration
Use Comman Gonfiguration

W 4 » » ' Map »Individual Configurations

Common Configuration

= Group
Mode! AP-30M
Title MNew Group 01
Backeround ..
Zoom infout .. 100

B A Point
Display Mame Mew AP 01
TP Address 192.168.001
Bitmap AP-90Mbmp

¥eoordinate 0
Y coordinats 0

4-
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4 INDIVIDUAL CONFIGURATIONS

8. Command

The Command function is an expansion setting for the access point updates.
* This option is not used as of April 2022.

BH RS-AP3 - Defaultrsap3* - ] X

Ele Group AccessPoint Option View Help

RS-AP3
ACCESS POINT MANAGEMENT TOOL
NEHd @
M4 » M /New Group 01% 8YSLOG
Display Name IP Address Bitmap X Coo.. Y Coo.. B IP Address "~ [ Group
Host Hame Diefault Value Model AP-30M
182.168.0.1 AP-20M.bmp 0 o Management YLAM ID Usze CGammon Gonfiguration Title Hew Group 01
DHGP Server Backeround ..
Packet Filter Zoam infout . 100
Wireless Settings = Access Point
——— Display Mame  Mew AP 01
£l [Gommand IF Address 192.168.0.1
Import/Export/Delete All Select Bitmap AP-00Mbmp
no1 ¥coordinate 0
no2 Y coordinate 0
[IlIE]
on4
005
006
oy
nng
ong
o1
011
012
IRk
014
015
016
o
01
014 d
[« » w " M2p } Individual Configurations / Common Configuration




COMMON CONFIGURATION

1.
2.

3.

4.
5.

6.
7.
8.

L] =T -1 1] o 5-2
1Yo = PP 5-3
Changing the MOl ... e e ettt 5-3
NEtWOIK SN ..o e e ettt 5-4
Web Authentication (AdVaNCE) ... 5-5
RToT 0] (=T RS T=Y 11] 0ot PP 5-6
WVITElESS SN .. et 5-7
Setting the MAC address filteriNg ......c.ouiieii e e 5-8
Setting the interference filtering.... ... e 5-9
Setting the SChedUIE ... e 5-10
1Y F= T =T [T 0 0 =Y o | PP 5-11
L0702 102 F= 1 o PP 5-12
oY= To 1 = 7= 1E=T o To ] o o [ PP PP 5-13
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5 COMMON CONFIGURATION

1. Operating

Click “Common Configuration” to display the configuration options to be commonly shared in the selected
group.
If you change settings, the same settings are made to all the access points in the group.
(=p.5-3 to p.5-10)
* To apply the changes, overwrite the settings, and then send the setting data to access points.
(=p.1-18 to p.1-20)
* The Individual Configurations have higher priority over the Common Configuration. (s==p.4-1)

ACCESS POINT MANAGEMENT TOOL

4 4+ M - NewGroun 01* ¥ SYSLOG

Management
Gommand

\Z_Load Balancine

4 4+ W _“ Map {Individual Configurations |

Common Configuration |»
=

5-2

= Model El Group

Mode| AP-900 Model AP-40M
Network Settings Title Mew Group 01
Wireless Settings Backeround ..

Zoam infout .. 100
El Access Point

Dizplay Mame

IF Address

Bitmap

Hooordinate 1)

¥ coordinate 0

0 Gicc §




5 COMMON CONFIGURATION

Check the model of the access point assigned to the selected group.

B RS-AP3 - Default.rsap3* - ] X
Eile Group AccessPoint Option View Help

RS—-AP3
ACCESS POINT MANAGEMENT TOOL
NEH @
44 » M _NewGroup 01*  SYSILOGC
E Model = Group
Modz| AP-80M Made! AP-90M
[+ MEIWOTK Dettngs Title Mevs Group 01
Wireless Settings Backeround ..
Management Zoom infout .. 100
Gommand . = Access Point
Load Balancing Dizplay Name
IF Address
Bitmap

Heooordinate 0
' coordinate 0

4 4 v w  Map £Individual Configurations » Common Configuration

Changing the model

To change the model that was selected when you created the group (==p.1-7), click on the model name,
and then select from the drop down list.
* To apply the changes, overwrite the settings, and then send the setting data to the access points.
(=p.1-18 to p.1-20)
* Refer to the instruction manual (PDF) or online help for Icom’s access point setting details.
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5 COMMON CONFIGURATION

3. Network Settings

Set “Static Routing,” “Packet Filter” and so on to be commonly shared in the selected group.
* To apply the changes, overwrite the settings, and then send the setting data to the access points.
(=p.1-18 to p.1-20)

* Refer to the instruction manual (PDF) or online help for Icom’s access point setting details.

B RS-AP3 - Default.rsap3*

File Group AccessPoint Option  View Help

N H @

L]
= Model

iode|
pr

4 b M JSNew Group 01*% SYSLOG

Network Settings

With the “Import/Export/Delete All” option, you can
import, export or delete all packet filters. (==p.4-6)
aeam | To delete all entries, select “Delete All”

IP Address
Static Routing
= Packet Filter

Import/Exports Delete All

o1

02

03

04

05

06

07

0g

(11]

10

11

12

13

14

15

16

17

18

19

J

Select |

Expart '
Delete All

& 20

Background
Zoom infout ..
= Access Point
Display Mame
TP Address
Eitmap
Heoordinate 0
Y coordinate 0

100

4 T'ﬂap Individual Configurations » Commeon Configuration

Click a packet filter number to select whether
or not to use the entry.

(Default: Disable)

= (Continued on the next page)
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5 CcOMMON CONFIGURATION

3. Network Settings (Continued)

Web Authentication (Advanced)

The “Import/Export/Delete All” option can only be used when the RS-AP3 is used with Icom’s access points.
You can import, export or delete all the entries on the local list on each virtual access point (interface.)

5 H @

W 4 » H /New Group 01*% SYSLOG
IP Address

A = Group
Static Routing Mode! AP-90M
Packet Filter Title New Group 01
=] Web Authentication Backeround
Interface athl Zoom infout .. 100
= Interface athl = Access Point
Web Authentication Dizable Display Mame
Page Title Set your page title IP Address
Partal Site hittp: /v 2xample coms Bitmap
Wait Time (seconds) § ¥ coordinate 1)
Lite Time 24 hours Y coordinate 1)
E Gustom Page
Login Page Import/Previemw
Authentication Success Page Import/Preview
El Advanced

Luthentication Mathod local lict Only
= Local List

Select

Export
8 T —
T [ T e =
05 User name :  Password :
06 Uszer name :  Pagsword
07 User name :  Pasgword :
08 User name:  Password :
03 User name :  Password :
@ Exporting

Exports the programmed local list as a text file (extension: txt.)
1. Select “Export.”

* When no local list is programmed, “No items to export in the Local List” is displayed.
2. Set a desired file name, and then click [Save].

* The exported file can be edited with a text editor.

@ Importing
Imports exported files.
1. Select “Import”
2. Select a file for the local list, and then click [Open].
3. Click [OK].
* The existing local list is overwritten.
¢ You can import only the file that is exported from [Export].

© Deleting all local lists
1. Select “Delete All”
2. Click [Yes] to delete all the local list that are registered in the selected virtual access point.
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5 COMMON CONFIGURATION

4. Router Settings

Set “IP filter” to be commonly shared in the selected group.

* This screen is displayed only when a wireless access point with router function is selected.

* To apply the changes, overwrite the settings, and then send the setting data to access points.
(=p.1-18 to p.1-20)

* Refer to the instruction manual (PDF) or online help for Icom’s access point setting details.

B Rs-AP2 - Defaultrsap3® - m] P4

File Group AccessPoint Option VMiew Help

N L@ With the “Import/Export/Delete All” option, you can
RN T import, export or.delete all IP filters. (==p.4-8)
S Model To delete all entries, select “Delete All.”
Mads! AP-85M
Network Settings I Title New Group 01
5 Router Settings Background ..
WS A 114 Zoomin/out (%} 100
= General Settings = Acces= Point
Block Action Drop Display Name
IP Fitter Mismatch SYSLOG Disable IP Address
Import/Export/Restore to Defaults Select | Bitmap
=01 | X coordinate 0
Errlry Restors to Defaults Ycoordinate 0
Action ross
Direction IN
Source |P Address
Source [P Mask 12
Destination |P Address
Destination IP Mask 2
Protocol Ay
= Options
SYSLOG Disable
02
03
04
05
06
w07

> Map ¢ Individual Configurations } Common Configuration

=
-
4
<

Click an IP filter number to select whether or
not to use the entry. (Default: Disable)
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5 COMMON CONFIGURATION

5. Wireless Settings

Set “Bandwidth,” “Channel,” “Power Level” and so on to be commonly shared in the selected group.

* To apply the changes, overwrite the settings, and then send the setting data to wireless access points.
(=p.1-18 to p.1-20)

* Refer to the instruction manual (PDF) or online help for Icom’s access point setting details.

B rs-4P3 - Default” - O x®

Eile Group AccessPoint Option  Miew Help

RS—-AP3
ACCESS POINT MANAGEMENT TOOL
NZHd @
W4+ M S New Group T SYSLOG
= Model A 2 Group
Mode! AP-30M Model AP-50M
= Network Settings Title Mew Group 01
— Wircless Seltinas Background ..
= Wireless 1 Zoom in/out (%) 100
Wireless Unit Enable = Access Peint
Frequency Band 24GHz Display Name
Bandwidth 20 MHz IP Address
Channel Bitmap
Power Level High
DTIM Interval 1
Protection Enable
= Virtual AP
=l Interface ath0
Virtual AP Enable
S50 WIRELESSLAN-O
VLAN ID 0
Hide SSID Disable
Maximum Number of Stations 63
Accounting Disable
MAC Authertication Enable
Authentication VLAN Disable
El MAC Authentication Server (RADIUS)
Dsatle |
El Security Elijsa‘ka‘la
i able
|4 4 » w " Map {Individual Configurations + Common Configuration

Select “Enabled (RS-AP3)” when using the MAC Authen-

tication Server (RADIUS).

Refer to page 3-29 and 3-30 for the MAC Authentication

Server settings.

*The RS-AP3's MAC Authentication Server function
(RADIUS) cannot be used as the VLAN authentication
server. (Attribute responder not supported)

iz (Continued on the next page)
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5 CcOMMON CONFIGURATION

5. Wireless Settings (Continued)

Setting the MAC address filtering

The “Import/Export/Delete All” option can only be used when the RS-AP3 is used with Icom’s wireless ac-

cess points.

You can import, export or delete all the MAC addresses on each virtual access point (interface.)

M 4 ¥ M SMNew Group 01+ SYSLOG

MAGC Address Filtering
Eiltorine Poli :

art/Delete All

a0 MHz ~

Select |

' coordinate

Bandwidth o Grou
Channel 001 GH (2412 MHz) B
X Mode! AP-90m
Pawer Level High Title New Graup 01
DTIM Interval 1 "
. Background ..
Protection Enable R
- Zoom infout .. 100
IATED 61 = Access Point
Authentication Server Dicplay N
£ MAG Address Filtering IP'SP"’ dzy ame
= Interface athll . ress
Dissble Bitmap
. X coordinate 0

0

|

Export
Delete Al

@ Exporting

Exports the programmed MAC addresses as a text file (extension: txt.)
1. Select “Export.”

* When no MAC address is programmed, “No MAC address to export.” is displayed.
2. Set a desired file name, and then click [Save].

* The exported file can be edited with a text editor.

* The following MAC addresses are taken as identical address.

(Example: 0090C7777777 and 00-90-C7-77-77-77)

@ Importing
Imports exported files.
1. Select “Import.”
2. Select a file for the MAC address, and then click [Open].
3. Click [OK].
* The existing MAC address is overwritten.
*You can import only the file that is exported from [Export].

© Deleting all MAC addresses

1. Select “Delete All”
2. Click [Yes] to delete all the MAC addresses that are registered in the selected virtual access point.
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5 CcOMMON CONFIGURATION

5. Wireless Settings (Continued)

Setting the interference filtering

The “Interference Filtering” options can only be used when the RS-AP3 is used with Icom’s wireless access

points.

The communication status is improved when a signal interference is found.

You can set the threshold level and the function to each wireless unit.

* The effects may differ, depending on the environment.

e Itis not necessary to always have the RS-AP3 connected after setting the filtering because it is controlled on the wire-
less access point side.

M 4 » M Mew Group O1 SYELOG

E Wireless Settines A
N = Group
E Wireless 1
- Madz| AP-90M
Wireless Unit Enable N
Title Mew Group 01
Frequency Band 24 GHz
Backeround
Bandwidth 20 MHz 2 Jout 100
Channel 001 GH (2412 MHz) oom mrout
i = Access Point
Power Level High Dieolay Name
DTIM Interval 1 e
. TP Address
Protection Enable
Bitmap

Wirtual AP

Authentication Server

MAG Address Filtering

Network Monitoring

WMM Advanced

Rate

ARFP Caching

TP Advancad Badin Svctam

= [Interference Filtering
Threshaold level High
Stream number control Enable

Heoordinate 0
Y coordinate 0

Wiy a

Threshold level
Select the filtering threshold level between “High,” “Middle,” and “Low.” (Default: Disable)
The filtering is more sensitive while the threshold level is set to “Low.”

Stream number control
Select “Enable” to change between 2 streams and 1 stream. (Default: Disable)
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5 CcOMMON CONFIGURATION

5. Wireless Settings (Continued)

Setting the schedule

The “Schedule” options can only be used when the RS-AP3 is used with Icom’s wireless access points.
You can set the day and the time for wireless shut down in up to 16 different ways to each wireless unit.
* The time is synchronized with the time set to the access point.
We recommend that you enable the NTP function.
¢ It is not necessary to always have the RS-AP3 connected after setting the schedule because it is controlled on the
wireless access point side.

M 4 » M /New Group 01" SYSLOG
IP Advanced Radio System ~ G
5 Interference Fillerine = M':”IP Ap-ai
= Schedule T Nom Grous 01
= Wireless shutdomn assignment e e R
Backeround ..
=0
Zoom infout .. 100
Day of neek Fii = Access Point
Time 2300 - 0E00 .
Dizplay Mame
= 02
TP Address
Day of week Sun Bitma
Time 00:00 - 00:00 "
Heoordinate 0
Lo ¥ coordinate 1]
Day of week Mon
Time 1234 - 1234
= 04
Day of week Dizable
Time 00:00 - 00:00
= 05
Day of week Digable
Time 0000 - 000
= 06
Day of week Disable
Time 00:00 - 00:00
e —————————————————————————
M4 » M ap 4 Indwidual Configuranons » Common Configuration

Set the wireless shutdown day and the time as shown above.

For example, if “Fri 23:00 - 06:00” is set, the wireless system is shutdown from Friday at 23:00 to Saturday
at 06:00. When the shutdown time and the end time are set at same time (example: “00:00 - 00:00” or “12:34
- 12:34”), the wireless system is shutdown for 24 hours.
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5 COMMON CONFIGURATION

6. Management

Set “Administrator,” “SYSLOG,” “SNMP” and so on to be commonly shared in the selected group.

* To apply the changes, overwrite the settings, and then send the setting data to the access points.
(=p.1-18 to p.1-20)

* Refer to the instruction manual (PDF) or online help for Icom’s access point setting details.

B RS-AP3 - Default.rsap3* - m] X

File Group AccessPoint Opticn View Help

RS—-AP3
ACCESS POINT MANAGEMENT TOOL
NiEHd @
4 4 » M SNewGroup 01*% SYSLOG
Model _ A [ Group
Network Settings Mode! AP-90M
LRSS T Title MNew Group 01
- |[Manage ment Backeround ..
= Administrator Zoom infout .. 100
Passward i E Access Point
= Management Tools Dizplay Mame
B HTTPAHTTFPS IP Address
HTTFP Enable Eitmap
HTTF Part 3[_| Heooordinate 0
HTTPS Dizable f coordinate 0
HTTPS Port 443
B Telnet/SSH
Telnet Enable
Telnet Port 23
55H Dizable
= NTP
NTP Dizable
WTP Sereer | 21017316027
MTP Server 2 21007216067
Polling Interval (days) 1
= SYS5L0G
Host IP Address
DEBUG Digable
INFO Enable
NOTIGE Enable
= SHMP

[« « » w " Map 4 Individual Configurations » Common Configuration




5 COMMON CONFIGURATION

The Command function is an expansion setting for the access point updates.
* This option is not used as of April 2022.

B Rs-APz - Default.rsap3” - m] X

File Group AccessPoint Option View Help

RS—-AP3
ACCESS POINT MANAGEMENT TOOL

N H @

M 4 » M SNewGroup 01* ' SYSLOG
Model “ o Group
Metwork Settings Mode! AP-90M
Wireless Settings Title Mevw Group 01
Manaeement
S [Command]

Import/Export/Delete Al Select

oot

nn2

ons

o4

005

006

o7

ong

ond

o1

ot

012

013

014

015

016

m?

018

014

020

021

197 w
W 4 » w ‘ Map /4 Individual Configurations » Common Configuration

Backeround

Zoom infout .. 100
= Access Point

Dizplay Mame

1P Address

Bitmap

Hcoordinate 0

f coordinate 0
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5 COMMON CONFIGURATION

8. Load Balancing

The Load Balancing function, that is commonly shared in the selected group, can be used only when lcom’s

wireless access points and the RS-AP3 are used together. (Default: Disable)

If you “Enable” the Load Balancing setting, this function distributes the loadings according the status of the ac-

cess points or wireless LAN terminals that is included in the regularly received information.

* If “Disable” is selected, the Load Balancing function will not distribute loadings, even if the operating conditions are satis-
fied.

* In order to control the Load Balancing function, the RS-AP3 needs to be connected at all times.

Operating Conditions
If either the amount of connected wireless LAN terminals or the communication volume, or both reach the condi-
tions, the half of the connected wireless LAN terminals will be cut off.

* Amount of wireless LAN terminals may differ depending on the Maximum Number of Stations settings.

Maximum Number

of Stations 5orless 61029 30 or more
Am_ount of wireless LAN No limitation by 1 less than the set Maximum Fixed 30, regardless of the
terminals connected to the amount Number of Stations Maximum Number
virtual AP u u : of Stations

* When a virtual AP has communicated continuously with more than 96 Mbps speed for more than 30 seconds.

Operation
The half of the connected wireless LAN terminals will be cut off in order of the weakest signal, and re-connection
will be inhibited for 60 seconds.

Example:

While the Balance Loading function is enabled and 9 wireless LAN terminals are connected to the Virtual AP
with Maximum Number of Stations set to 10, cuts off 4 connected wireless LAN terminals in order of the weakest
signal, and re-connection will be inhibited for 60 seconds.

B Rrs-AP3 - Defaultrsap3* — O ®

Eile Group AccessPoint Option Miew Help

RS—-AP3
ACCESS POINT MANAGEMENT TOOL

JZd @
W 4 »r M SNewGroup 01* ¥ SYSLOG
Model = Group
Network Settings Made! AP-90M
Wireless Settines Title Mew Group 01

Management Backeround

Zoom infout .. 100
= Access Point
Disable | Display Mame
E;ﬁ;— IP fddress
Eitmap
Heoordinate 0
Y coordinate 0

W 4 » w Map 4 Individual Configurations : Common Configuration
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© INFORMATION

1. Notification by email function

This function is to send access point information to the email address set beforehand.

Notification conditions

* When no notification is received from an access point for more than the time set in “Fault Log Timer” (x=p.3-34).
* When the connection is rejected by the MAC address filtering system.

* When the connection is rejected by exceeding the maximum number of stations.

* When a station is disconnected by a MIC failure (replay protection) in the WPA authentication.

Notification examples

(Fault) [2 errors] Announcements from the RS-AP3
2014-06-12 08:08:50 Notification on Faults

An error was reported from an access point under management.
2014-06-12 08:08:41 192.168.0.1 (New Group 01, New AP 01) 192.168.0.1: No notifications from the ac-

cess point for over 60 seconds.
2014-06-12 08:08:41 192.168.0.2 (New Group 01, New AP 02) 192.168.0.2: No notifications from the ac-

cess point for over 60 seconds.

No error was detected in Mirroring.
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6

INFORMATION

1. Notification by email function (Continued)

Setting the Notification by email

You need a network that can access a POP/SMTP server to use the Notification by email function.

1  Click “Option” and then “Email..”.
The “Email Settings” window is displayed.

L0 Clc

H RS-AP3 - Default.rsap3™
File Group Access Poini

Automatic

Save the Log

MAC Authentication Server..

Roaming Caching...

RS—-AP3
ACCESS POINT MANAGEMENT TOOL

Email...

Mirroring

Fault Log Timer...

A [ Group

¥ coordinate
f coordinate

Madel AP-90M
Title Mew Group 01
Backeround
Zoom infout .. 100
-] Access Point
Display Mame  Mew &P 02
IP Address
Bitmap AP-90Mbmp

80
0

B Email Settings

=1 Motification by email
Motification by email

Dizable

Select “Enable.”

Clicking [X] on the window top before enabling the setting will close the window without saving the

changes.

H Email Settings

Blotifinodine bee il

Motification by email

Enable

,

= Cmdil MOUnicauon vonamon
Matification of Faults
Fegular Motification

= Send Settings
Email address 1 (Ta)
Email address2 (Ta)
Email address3 (To)
Email address4 (To)
Email address5 (To)
Email address (From)
SMTP Server
Port
User authentication

Send a test email

Enable
Dizable

25
Maone

If necessary, set the options.
Refer to the next page for details.

Cancel

= (Continued on the next page)
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INFORMATION

Notification by email function (Continued)

Notification by email setting options

When the user authentication method is set to “POP before SMTP”

B3 Emnail Settings X
= Motification by email

Matification by email Enable

= Email Motification Gondition

@ Motification of Faults Enable

0 Reeular Motification Dizable

= Send Settings

© Email address 1 (To)
Email addres=2 (To)
Email addres=3 (Ta)
Email address4 (Ta)
Email addressh (Ta)

O Email address (From)

O SMTP Server

Port 25
Uzer authentication POP before SMTP -
APOP Dizable
POP Server
Uger Name
Pazzword
® ® ®
Send a test emai Cancel
© Notification on Faults........... Set “Enable” to send an email whenever an illegal access or notification
fault is detected. (Default: Enable)
@ Regular Notification .............. Regularly sends access point information using the Notification by email
function. (Default: Disable)
Options are added when this is set to “Enable.”
B3 Email Settings x
= Motification by email ~
Motification by email Enable
= Email Hotification Condition
hotification of Fanlic Enshls
Reeular Motification Enable hs
Interval {minutes) 10
Matification with or without faults Dizable
=] DEna oeitmgs

Interval (minutes)
Set the notification sending interval to between 1 and 9999 minutes.
(Default: 10)
Notification with or without faults
If “‘Enable” is set, the notification is sent at regular intervals.
(Default: Disable)

© Email address 1~5 (To) ......... Enter up to 5 email addresses to send access point information to.

O Email address (From)............ Enter the email address to send access point information from.



© INFORMATION

1. Notification by email function (Continued)

Notification by email setting options (Continued)

B Email Settings pd
= Motification by email

Motification by email Enable

= Email Motification Condition

@ Motification of Faults Enable

@ Feeular Matification Dizable

= Send Settings
© Email address1 (To)
Email addres=2 (To)
Email addres=3 (To)
Email address4 {Ta)
Email addressh (Ta)
@ Email address (From)
@ SMTP Sarver
O Pt 25
@ User authentication POP before SMTP =
O arop Disable
©O POP Server
@ User Name
® Password

® ® 4

Send a test email Cancel

OSMTP Server......ccccoeeeeeeann... Enter the server address to send the email.

OPort ..o Enter the server’s port number between 1 and 65535 to send the email.
(Default: 25)

@ User authentication............... Set the user authentication method to send email. (Default: None)
None
Does not authenticate the user when sending the email.
POP before SMTP
Authorizes the use of SMTP server by accessing the selected POP serv-
er before sending the email.
* APOP (®) can also be used as a combination.
SMTP Authentication
Authorizes by adding the user authentication system to the SMTP which
is the protocol to send the email.

OAPOP ..o, Authentication method to encrypt the password to receive emails.

(Default: Disable)

POP generally sends the password in plain text. This may cause the

password being peeped.

APOP enables you avoid this danger by encrypting the password to

send.

* This option is only displayed when “POP before SMTP” is selected as the User

authentication (@.)

©OPOP Server..............ccue....... Enter the POP server address.
* This option is only displayed when “POP before SMTP” is selected as the User
authentication (@.)



© INFORMATION

1. Notification by email function (Continued)

Notification by email setting options (Continued)

H Email Settings x
= Motification by email

Motification by email Enable

= Email Notification Gondition

@ Hotification of Faults Enable

@ Reeular Motification Dizable

= Send Settings
© Email address1 (Ta)
Email addrezs2 (Ta)
Email addrezsd (Ta)
Email addresz4 (Ta)
Email addressh (Ta)
O Email address (From)
© SMTP Server
Fort 258

(7] User authentication POP before SMTP -
&POP Dizable
O PoP Server
Uzer Mame
Pazzwaord
® ® @

Send a test ermail Cancel

@®User Name...............c.c........... Enter the user name to access the POP or SMTP server.
* This option does not display when “None” is selected for the User au-
thentication (@.)

®Password................ccocvenenen. Enter the password to access the POP or SMTP server.
* This option does not display when “None” is selected for the User au-
thentication (@.)

@®[Send a test email]................. Sends a test email to confirm the setting contents in the “Email Settings”
window.
Click it, and when the dialog shown below appears, the test email has
been sent to the set email address (©.) (=p.6-4)
* When multiple email addresses are set, the dialog appears if the test
email has been successfully sent to any one of the set addresses.

RS-AP3 X

o Succeeded in sending email.

(13] (0] 4 [HSS SR Enables the settings set in the “Email Settings” window.
* The window closes.
@[Cancel] .........cccovvvererirenns To cancel the change entry before saving.

To save the changes, click [OK].
* The window closes.
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© INFORMATION

2. To prevent the management inability

Set the Mirroring function that can synchronize the setting data with another PC with the RS-APS3 in-

stalled.

The function avoids disabilities of not being able to operate when one PC with the RS-AP3 installed has

problems, and enables you to operate on the other PC (secondary) that is synchronized with the one with

problems.

¢ If you change the settings and save to overwrite after synchronizing the setting data, you need to synchronize again.
(=p.6-10)

Using the Mirroring function

= Prepare two RS-AP3s (USB flash drive with the same license.)
= |nstall the RS-AP3 on two PCs.
* Set the static IP addresses to the PCs.
* Set the same User ID and password for the primary and the secondary RS-AP3.
* The mirroring function cannot be used if the RS-AP3 versions are different.
¢ All of these settings are described as if the access point (example: AP-90M) is operated from the pri-
mary RS-AP3.
* Following the steps on page 6-8, set the mirroring function on the primary and secondary RS-AP3s.

RS-AP3

HUB
Primary
192.168.0.100
RS-AP3
@ Secondary Wireless access point
AN 192.168.0.200 (Example: AP-90M)

Insert the USB flash drive
that was used when you first .
started the RS-AP3 after
installing it.

¢ The flash drive cannot be used
with multiple PCs.

* The settings on this illustration are only examples.
These settings are also used in the instructions on the next page.

Words used when setting

Primary: The daily used PC with the RS-AP3 installed.

Secondary:  The PC with the RS-APS3 installed that is synchronized with the primary PC, when the mir-
roring function is used.

Local host: Directly used PC.

Remote host: Remotely controlled PC through a network.
(Primary to secondary or secondary to primary)




© INFORMATION

2. To prevent the management inability (Continued)

Setting the Mirroring function

Enable the mirroring function of the RS-AP3s on the primary and secondary PCs.

1  Click “Option” > “Mirroring” > “Options..”
The “Mirroring Option” window is displayed.

"o cicc J o cicc J o cicc

H R5-AP3 - Default.rsap3™

Automatic

File Group AccessPoinf

Save the Log

MAC Authentication Server...
Roaming Caching...

ACCESS POINT MANAGEMENT TOOL

Email...
—

Mirroring >|

Fault Log Timer... ~ = Group
Mode| AP-G0M
Synchronze... Title Hew Group 01
Backeround ..

Zoom infout . 100

B Access Point
Dizplay Mame  Mew AP 02
IP Address
Bitmap AP-30Mbmp
Heoordinate 80
W coordinate 0

B3 Mirroring Option X

Mirraring Disable

2  Select “Enable” for “Mirroring”

B Mirroring Option X
Mirraring I Enable l——m
Pricrity {Local Host) Trimary

IP Address (Local Host)

IF Address (Remote Host)
Pazaword for eynchronization

3  Select the Priority (Local Host) and the IP Address (Local Host.)
Primary: 192.168.0.100

B Mirroring Option X

Mirroring Enable

Priority {Local Host) Primary
IF Address (Local Hast) 192.168.0.100 Select
IP Address (Remate Host) 192.168.0.100

Pagzword for synchronization

Secondary: 192.168.0.200

B3 Mirroring Option bt

Mirroring Frnahle

Priority {Local Host) Secondary

IP Address (Local Host) 192.168.0 200 Select
IP Address (Remote Host) 192.168.0.200

Pazsword for synchronization
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2. To prevent the management inability (Continued)

Setting the Mirroring function (Continued)

4

Enter the Remote Host’s IP address and the password for synchronization.

* Enter a desired password of up to 31 characters.
The password will be displayed in asterisks.
* Set the same synchronization password (example: icom) to the primary and the secondary.

Primary: 192.168.0.200/icom

H Mirrering Option
Mirrorine

Priority {Local Host)

1P Address (Local Host)

P Address (Remate Host)
Pazaword for synchronization

Enable
Primary
109 1R2 0 100

192.168.0.200
AR

Secondary: 192.168.0.100/icom

H Mirroring Option
Mirraring

Priority {Local Host)

TF Address {Local Host)

P Address (Remote Host)
Password for synchronization

Enable
Secondary
109 160 0 200

192.168.0_100
xEE

Click “OK”

* Follow the steps on the next page to synchronize the setting data.

ﬂ Mirroring Opticn
Mirraring

Priority (Local Host)

IP Address (Local Host)

1P Addrese (Remote Host)
Password for synchronization

Enable
Secondary
192.168.0200
192.168.0.100

xEEE
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2. To prevent the management inability (Continued)

Synchronizing the setting data

After enabling the mirroring function of the primary and secondary PCs, follow the instructions below to
synchronize the setting data.

1 Click “Option” > “Mirroring” > “Synchronize..”.
The “Mirroring” window is displayed.

H RS-AP3 - Default.rsap3”®
File Group AccessPoint View Help

Automatic

Save the Log

AT T S ACCESS POINT MANAGEMENT TOOL
Roaming Caching...

D= H @
New Group 07 Wirroring 3] stotus..

Email...
—

Fault Log Timer.. A [ Group

Mode| AP-90M
Title Mew Group 01
Backeround ..

Zoom infout 100

=] Access Point
Dizplay Name Mew AP 02
IF Address
Eitmap AP-90Mbmp
Heoordinate 80
Y coordingte 1)

2  Select the synchronizing method, and then click [OK].
“Synchronizing settings. Wait a moment”” is displayed.

Mirraring X

0 @®Synchronize by sending the configuration;

[Isave Primary and Secondary after synpeasis: 0 SeleCt

e O synchronize by receiving the configuration

@ Synchronize by sending the configuration
To send the setting data modified in the local host to the remote host to synchronize them, the
previous setting data is overwritten.

RS-AP3 HUB
Primary

192.168.0.100

Wireless access point
(Example: AP-90M)

/ (Local host) ’

The USB flash drive must be
inserted when synchronizing
with the mirroring function.

(Remote host)

= (Continued on the next page)
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2. To prevent the management inability (Continued)

Synchronizing the setting data (Continued)

2 B Mirroring X

(O synchronize by sending the configuration
o O Select
Save Primary and Secondary after synchrjnization

e ®iSynchronize by receiving the configuration.;

x = @ Click

@ Synchronize by receiving the configuration
The local host receives setting data saved on the remote host and synchronizes.
* When this method is selected, the setting data is not overwritten.

RS-AP3 HUB
Primary

192.168.0.100

RS-AP3
Secondary

192.168.0.200

Wireless access point
(Example: AP-90M)

/ (Local host)

The USB flash drive must be
inserted when synchronizing
with the mirroring function.

(Remote host)

3 Check on the status bar as to whether or not the setting data is synchronized.
* “Synchronized” is also displayed on the remote host.

- - ;

Save Unsynchronized Save Synchronized




© INFORMATION

2. To prevent the management inability (Continued)

Causes and counterplans for error messages

Cause: The USB flash drive is not inserted into the local host.
Counterplan: Insert the USB flash drive, and click [Retry].

R5-AP3 x

Insert the USE key into a USE port on your computer,
After Windows finds the USE key, click the Retry button.
[This may take some time.)

e =

Cause: The Mirroring function is not set correctly.
Counterplan: Click [OK] to check the settings on the “Mirroring Option” screen (=p.6-8) and then try to
synchronize again.

R5-AP3 *

Sending the synchronization command failed. (192.168.68.201)

Errer Code 000000102
The wait operation timed out.
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2. To prevent the management inability (Continued)

Checking the unsynchronized settings

1 Double-click “Synchronized/Unsynchronized” on the status bar.
The “Mirroring Status” screen is displayed.

W

Save IUnsynchronized .' Double-click

2 Check the settings that are not yet synchronized.
The unsynchronized settings have a pink background.

B Wirroring Status *
Local Host (192.168.25.244) Femote Host (192.168.25.100)

Connection Status - Connected

Version

License #11 #11

Dveimei i) D =i [ e

I

This shows that there is a mismatch with the setting data

on the remote host.

¢ “Unsynchronized” is displayed on the screen in step 1,
when the setting data is saved on the local host after
modifying the access point settings.

Close the “Mirroring Status” screen to send the setting data to the remote host, and then start syn-
chronization. (=p.6-10)
The status display will change to “Synchronized.”

W

Save ISynchronized || Double-click

B8 wirroring Status X
Local Host (192.168.25.244) Remote Host (192.168.25.100)

Connection Status - Connected

Version

License #11 #11

Priority Primary Secondary

Configuration - Match
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3. Background bitmap setting

Save the desired bitmap formatted (24 bit) image file in the “BG” folder that is located in the same location
as the RS-AP3.
Example: Setting “room.bmp” as the background bitmap.

1 Save “room.bmp”in the RS-AP3’s “BG” folder.
The “BG” folder is located in “lcom” > “RS-AP3” in the RS-AP3 installation folder.

2 Start the RS-AP3.

3  Select the group to set the background.
Click “~” and select “room.bmp” from the displayed image file list.

File Group AccelsPoint Option View Help

AC

~ O Group
Model

Displays the bitmap formatted
image files saved in the “BG”
folder. -

Dizplay MName
IP Address
Bitmap

H coordinate 9 SeleCt

* coordinate

4  Click “Zoom in/out” to adjust the background size between 50 % and 300 %.

B3 Rs-AP3 - Defaultrsapa - O x

Eile Group AccessPoint Option  Miew Help

ACCESS POINT MANAGEMENT TOOL

Property I

= Group

. lodel AP-80mM

You can also adjust Title New Group 01

the background size Sackerond ]
. . Zoom insout ) I :

by directly entering =) Access Poin!

Display Mame Me} AP 01
the percentage. IF Address
Bitmap
Heooordinate 0
W coordinate i

~

=

Plo0Mbmp
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4. Firewall setting

RS-AP3 communication may be blocked by your firewall.

When the communication is blocked, enable the protocol and the port number used for the communication
to unblock and proceed the communication.

* Refer to the instruction manual of your firewall software used for its setting details.

To UDP 9991 From UDP 9991
<
To UDP 9992 From UDP random
Vi
Al
V|
From UDP 9992 To UDP random
To UDP 9993 From UDP random
4
A I
From UDP 9993 To UDP random
12]
To UDP 9994 From UDP random c
8
O o2
DU-J From UDP 9994 To UDP random ot
5 2
© 2
5 To TCP 9994 From TCP random o
c |« o
S > =
=i ke
< From TCP 9994 To TCP random %
g
—
From TCP random To TCP 9995
<
To TCP random From TCP 9995
To UDP 9995 From UDP random (multicast: 239.0.99.95)
4
Al
To UDP 9995 From UDP 9995
4
N
ICMP
¢
ICMP

UDP 9992/9993/9994, TCP 9994/9995: Transmitting and receiving
UDP 9991, UDP 9995: Receiving

TCP 9995: Also used with the mirroring setting synchronization
UDP 9995/ICMP: Also used with the mirroring function

lllustration: Transmitting and destination of TCP, UDP
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